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Abstract: RSA and NTRU encryption methods it is the still used nowadays and they constantly evolving simultaneously, thus paper
proposed an encryption method based on linking the concepts of NTRU and modified RSA by using polynomials ring Z[s]/ <
A (5) > through generate two public keys, consisting four polynomials private key, this increase increases the complexity algorithm,

in spite of this method is slows although this method is slow, it gives a high efficiency of security.
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1 Introduction

Because the case with the development in information
technology and the increase in electronic transactions,
where the information of individuals and companies is all
in the cloud of the internet, information and data become
more and more at risk of being hacked so the world
constantly needs to develop known encryption methods.
Among the public-key encryption methods, the RSA
encryption algorithm, which was created by Rivest et al.
in 1979, relies on the use of parameters from prime
numbers mainly [1]. Also, the NTRU encryption
algorithm, which was established in 1996 by Hoffstein et
al. and relies on its work on truncated polynomials known
as the ring Z[»]/(5"~") [2]. The researchers presented
many studies on the development of RSA, including: In
2012, Ivy et al. used a modified algorithm of the RSA
cipher system to handle prime numbers and provide
security by using a prime number that cannot be broken
easily [3]. In 2015, Gafitoiu introduced the polynomial
RSA encryption system, which gave complex
mathematical operations in encryption and decryption,
which increased its security [4]. The researchers also gave
lots of studies on the improvement of NTRU, including:
In 2016, HXDTRU and BITRU, which are used algebra
of hexadecnion and binary as analogs of the NTRU cipher
system, were presented by Yassein and Al-Saidi [5,6,7].
BCTRU, an NTRU-like multidimensional cipher system

based on Cartesian binary algebra, was developed by
Yassin and Al-Saidi in 2018 [8,9]. In 2020, Yassein et al.
proposed a multidimensional algebra to design an
improved cipher scheme for NTRU [10,11]. In 2021,
many researchers. prepared a new NTRU versions with
good levels of performance and security [12,13,14,15,
16]. In 2022, Al-Awadi proposed a public key QP-RSA
that depends on quaternion algebra to get high security
[17]. In the same year, QOBTRU, NTRU-like
cryptosystem relies on carternion algebra, suggested by
Yassein et al. [18]. In 2023, through a novel mathematical
structure, Yassein et al. presented a brand-new
multidimensional asymmetric, called HUDTRU, used
quintuple algebra [19]. In addition to this section, the next
section, we describe our submitted PMRSA cryptosystem
in detail. Finally, in section 3, we present our conclusions.

2 PMRSA Cryptosystem

PMRSA (Polynomial modified RSA) depend on the
polynomial ring Z, [»] = {zo+z15¢ + 225 + ... + z55¢

|k > 0, z € Z,}, addition and multiplication are
performed as modulo a polynomial, and p is a prime
number. Let @ = Zp[x]/ < A (x) > ={all possible
remainders when any polynomial in Z,[s] is divided by
A (5)}. This cryptosystem consists of the following
steps:
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2.1 Key generation If the message M () is first encrypted as an integer in
Zu|#], gcdM (5¢) N (5¢); We write the decryption formula
To configure the key we have to follow the following steps: as before, but this time modulo A (3), B (5),C () and

D tivel
— Choose four irreducible polynomials not associated (3¢) respectively

A(2),B(sr),C(5) and D(3¢) € Z, [5] such that:

(CGo))mod N (3) = (M (30)]12)* mod A(5)

l;)a,%’ B (5 Zb’% C(s = (M (%)]elez)gd mod B(»)
=(M (29]99)* mod C(s)

—ZC'% D= Z"' = (M (39))* mod D(52)

— Calculate A1 (5) = A (5¢) B(¢) and A5 (3c) = C ()
D(5) such that s; = (p”™ — 1)(p" — 1) number of
invariable elements in ® modulo A4{(») and

= (p"—1)(p" — 1) number of invariable elements in
© modulo A5 ()

— Compute A" (3) = A (3¢) B(5¢) C(3¢) D(5¢) in which
s = (p" = DE" = DFE" = 1)F — 1) number of  —
invariable elements in @ modulo .47 ().

— Choose 0 < ey < s1, 0 < ey < s such that ged

(
(e1, s1) = L and gcd (ea, s2) = 1. (
(

By Substitute for s in the previously defined formula

a

(%))gdmOdJV(%) = ([M (%)](Sk|+l)ez)g
M (%)]“(""’*'><P"*'><p’71><pul)>k1+1)e2)g mod A(3)

M (%)](pm")(P"*”(Pr*')(n’fl)k.ez)g

- Find d such that de; = 1 mod s(d = e¢; ! mod s
multiplication inverse), e;d = k1s+ 1 and g such that
gex =1 mod s (g =e!
inverse) e g = kos+1. [M (%)]ezngdA(%)

M (5)]°¢ mod A ()
i (%)(p"u)](ptl)(p’fl)(pffl)k.ez)g

mod s multiplication

= (])(P"*‘)(Prfl)(Ptfl)klezg[M (5)]°2¢ mod A ()

2.2 Encryption =M (%)) mod A(z) =M (5] mod A()
— sk sk

The original message M () is converted to ciphertext by =M (ol (%) mod A(%)

applying the formula: =M (3)]®" D=0 =Dk (37) mod A(3)

. o =M (%)0"” D" =" =D =Dkap (30) mod A ()
C(») ([M (30)]" mod JV(%)) mod A (). 5O g () mod AGw)

=M (3)mod A()

2.3 Decryption

In the same way,
To decrypt the encrypted message C(s) to find the
plaintext M(s¢), the recipient performs the following
steps:

a

(”))gdm()d(/‘/(%) = ([M (%)](Sk|+l)e|)g

i (%)]<<<pm71><pu><pu><p'4>>k1+1>e2)g mod B(x)

(1" =DE=D0 Dk (5) mod B(5)
M (s)mod B(»)

C(0))% mod A (3) = (M (3)]92)* mod A (32)
#))6192)" mod N ()

—

(e «

(M 3 tks+1) 62) mod A ()

(e o) (%))62)gmodﬂ(%)
=

. (%))ezgmod e (€0 mod A () = (I (o)) k1D )
(M (%))5k2+1mod¢V( ) =([m (%)]«(p’"fl)(p"f1)(;:’71)(;:'—1))1{1+1>ez)g mod C(5¢)
M (%))5 ») mod A (5c) = [1]"=DE D0 =Dky (30 mod C()

=M (x) odJV( ).

M (s)mod C(»)
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a

() mod N () = (4 ()] 00"

i (%)](((p'"fl)(p"fl)(p’fl)(p’f1>)k.+1)e2)g mod D ()

(1" =DE=DE=Dkr (5) mod D (5)
M (s¢)mod D(x)

3 Conclusions

This paper introduces an encryption algorithm called
PMRSA. It works on the product of four polynomials
A(»),B(sr),C(5) and D(x) € Z, [»]| which using in
NTRU instead of two polynomials as is the case with the
polynomial RSA algorithm. This technology provides
more efficiency and reliability across networks, and also,
increases security by the difficulty of breaking the key
which increases the time required for that due to the
increase to the number of keys, the attacker requires to
know, because the attacker in PMRSA searches the
sample space for four private keys instead of two in
polynomial RSA.
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