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Abstract: A Mobile ad-hoc network (MANET) is a wireless network, setinfiguring, quickly deployable and operates without
infrastructure. More focus is towards MANET because ofélistic applications and necessity of communication ifieadevices.
Nodes communicate between them without any centralizecageanent and are movable since topology is very vibrant aeg th
have restricted energy and computing resources. Dynanticenaf MANET demands end to end quality of service by uphadi
connectivity and providing reliable and consistent traission. Secured transmission enhances the efficiency efineaapplications
where MANET is used. Nodes trust and energy levels are to hsidered for providing trustworthy transmission. The mssd
protocol (TES-AODV) incorporates trust, energy and ségumanagement and nodes selected for routing based onstsatrd energy
values. A threshold value is defined and nodes are ideal taing only if its trust and energy levels are superior to shiidd. The
transmissions are made secure by introducing message digesithm, MD5 which creates unique signatures for eactieniat
take part in routing thus providing reliability of routinghe work is implemented and simulated on NS-2. The simulatesults
have shown a good improvement over the quality of serviceioselike PDR, Delay, Throughput, Jitter and residual epefgus
TES-AODV provides more consistent, reliable and securé¢a lansfer compared to general AODV and DSR protocols.

Keywords: MANET, TES-AODV, Trust, Energy, MD5, PDR.

1 Introduction obtain accurate knowledge of the network state and that's
why the consistency of data transmission in this network
cannot be guaranteed. Traditional routing protocols in
mobile nodes that self-organizes itself in dynamic MANET assume a collaborating environment inside the

network topologies. They do not rely on existing network. However, this suggestion is not always true and

infrastructure to support communication among mobile@" aggressive or vulnerable environment can seriously
nodes. Each mobile node acts as an end node when it @&ffect network performance. MANET expects each
the source or destination of a communication andParticipating node to forward packets.

forwards packets for other nodes when it is an  This nature of MANET leads to the possibility that
intermediate node of the route. Nodes can join and leavéhere could be some malicious nodes that makes MANET
the network at anytime and are free to move arbitrarily vulnerable.

and organize themselves randomly. The simplicity of  Routing protocols in MANETs are generally
deployment and the infrastructure less feature of Mobileclassified as proactive and reacti&. [Reactive routing

Ad hoc Networks makes it extremely attractive for the protocols start to establish routes only when required or
present day scenarios. Ad hoc networks are easier tonly if there is a demand. Some of the reactive routing
organize than wired networks and are used in manyprotocols are AODV, DSR, TORA, ABR, SSA and
applications, such as in human or nature inducedRDMAR. The other classification of routing protocol is
disasters, battlefields, meeting rooms. The dynamidable-driven or pro-active routing protocols. Each node
nature of MANET makes it enormously complicated to maintains one or more routing information table of all the

Mobile Ad-Hoc network ] is collection of wireless
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participating nodes and updates their routing information2 L iterature Study
regularly to maintain most up-to-date analysis of the
network. Some of the proactive routing protocols areA reliable routing algorithm based on fuzzy logi€] [is
DSDV, WRP, CGSR and FSR. proposed where three parameters are determined: trust
In ensuring QoS provisioning, a network is expectedValué, energy value and reliability value which are used
to guarantee a set of measurable pre-specified servid®' finding a stable route from source to destination.
attributes to the users in terms of end-to-end performance?Uring route discovery, every node records its trust value
such as challenging task to ensure QoS provisioningnd energy capacity in RREQ packet. In the destination,
including routing in ad-hoc networks due to the mobile Pased on reliability value, is decided which route is
and dynamic nature of the nodes. Recent QoS solutionselected. The path with more reliability value is pgrmltted
are planned to operate on trusted environments and totall{ outé data packets from source to destination. The
assume the participating nodes to be cooperative and weli"oPosed method has significant reliability improvement
behaved. A few challenges faced in providing Qos are!l comparison with AODV. An energy consumption
steadily changing environment, unobstructed mobility M0d€l B] to calculate the energy-factor of the nodes is
which causes recurring path breaks and also make thgonsidered and then a trust based protocol for
link-specific and state-specific information in the nodes to€nergy-efficient routing is proposed. A trust module to

be inexact. Therefore, when it comes to QoS routing, thdrack the value of routing metric is adopted. Simulation
routing protocols have to ensure that the Qosresults show that the proposed protocol reduces delay,
requirements are mesJ| routing overhead, and increases packet delivery ratio by

) . . ) consuming less energy compared to AODV and DSR.
The idea of using trust to mitigate security threats hascgntinuous  evaluation of node’s performance and

been an important area of researdh [The concept of  qjjection of neighbor node’s opinion value about the

"Trust” originally derives from social sciences and i oge are used to calculate the trust relationship of this
defined as the degree of subjective belief about the,,qe with other nodes.

behavio_rs of a particular entitySI.'The trust based A perfect trust modeld] is introduced in the network
routing is one way to form cooperation among nodes forjayer ‘1o establish secure route between source and

establishing an efficient routing between nodes. Trustyestination without any intruders or malicious nodes.

value plays a crucial role in all of the network activities. 11,5 the existing AODV routing protocol has been

Continuous evaluation of node’s performance is used Gy qgified in order to adapt the trust based communication
calculate the trust of this node. Basmally Mo.b|le ad hocteature. Proposed trust based routing protocol equally
networks are designed for a cooperative environment butyncentrates both in node trust and route trust.

in hostile environments trust-based routing should beThree—party password authenticated key exchange
used. Instead of establishing the shortest routes as done @PAKE) protocols allow two clients to establish a

traditiqnal routing . protocols, trustgd routes are common secure Ssession key via the help of an
established to make it a trustworthy routing. authentication server, in which each client only needs to
MANETS usually consist of mobile battery operated share a single password with the server. 3PAKE protocols
devices that communicate over the wireless mediumare vulnerable to partition attacks and off-line dictignar
These devices are battery operated and therefore need &itacks. A provably secure 3PAKE protocol(] is
be energy conserving so that the battery life of eachproposed which is more efficient and secure than other
individual node can be extended. Avoid nodes which haverelated protocols.
low energy p]. To make the most of the lifetime of an ad A lightweight authentication schem&7] is proposed
hoc network, it is essential to lengthen each individualthat is designed to enable mobile devices to achieve
node life through minimizing the total transmission robust client-anonymity and computation efficiency.
energy consumption for each communication requestinstead of the heavy encryption and decryption modules
Therefore, an efficient routing protocol must satisfy thatof Elliptic Curve Cryptography (ECC), we adopt the key
the energy consumption rate at each node is evenlyagreement operation of ECC as the core technique in the
distributed and at the same time the total transmissiorproposed anonymous authentication scheme. This
energy for each request is minimized. If nodes which areeliminates significant computation cost and thus does not
highly trusted run out of energy then it is waste of putting exceed the inherent resource-limitations on mobile
in the overhead of calculating trust and then consideringdevices. Security analyses are conducted to guarantee the
the node for routing. Therefore it is wise to select a noderobustness of the proposed authentication scheme.
for efficient routing by considering its trust and energy  Strong designated verifier signature shows that only
values. The transaction made by nodes in MANET shoulddesignated user can verify the validity of the signature,
be a secured transaction. To provide security for allothers who have not signer’s secret key or verifier's secret
transactions Message digest algorithm in introducedkey cannot judge the signature’s originator. A new strong
during transmission. All transmissions are secured usinglesignated verifier signature schem&][with time limit
MD5 Algorithm. Thus it increases the reliability of is proposed where, the message and time stamp need not
routing transmit publicly, which were embedded in signature via
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the method of message recovery, only singer andecommendations trust model and then incorporating it
designated verifier can recover these secrete valuesnside AODV which will allow AODV to not just find the
Based on the Bilinear Diffie-Hellman problem and shortest path, but instead to find a short path that can be
Pre-Image Resistance assumption, it is proved that outrusted. This enhances security by ensuring that data does
new strong designated verifier signature scheme can resisiot go through malicious nodes that have been known to
the ordinary forgery attack and replay attack, and enforcanisbehave. The R-AODV protocol does provide a more
signature verification with time limit. reliable data transfer compared to the normal AODV if
A novel application-based model as a suitablethere are malicious nodes in the MANET.
alternative for the classification and identification of  Two kinds of approachesl§ are applied to a
attacks on a computer network, and thus guarantee itsvell-known routing protocol called SAODV in order to
safety from HTTP protocol-based malicious commands isimprove its performance and to offer more resilience to
proposed. The proposed modeld is built on a attack from malicious nodes authenticated by the
self-recurrent neural network based on waveletsnetwork. A preventive approach based on a cryptographic
architecture with multidimensional radialwavelons, asd i mechanism and a reactive approach to detect the
therefore suited to work online by analyzing non-linear anomalous and malicious behavior of nodes is
patterns in real time to self-adjust to changes in its inputconsidered. An extension of SAODV to offer Intrusion
environment. The results confirm that recurrent Detection mechanism (IDM) and trust-based mechanism
architectures using wavelets obtain superior performanc¢éTBM) to promote the collaboration of the cooperating
than their peers, in terms not only of the identification andnode and penalize the selfish nodes are proposed. The
classification of attacks, but also the speed ofextended and proposed protocol SAODV-SDO is
convergence. presented and simulation results performed in order to
A modified AODV routing protocol called MAODV  show the effectiveness of the proposed protocol in
[14] is presented, which takes route stability into comparison with AODV and SAODV.
consideration to attempt to establish a more stable path
between the source and destination. Some changes in
Hello and RREQ message format are made to
respectively record the sending time and route stability3 Methodology
factor. MAODV shows a better performance. A
power-aware ad hoc on-demand distance vector routindt is tough to provide reliable and efficient routing in
protocol (PAW-AODV) is proposed and investigated for routing in mobile ad hoc networks because of its dynamic
efficient power routing 15. PAW-AODV could use the nature that keeps nodes moving and not stable. In spite of
limited power resources efficiently as it routes based on ghis nature nodes communicate with each other and
power-based cost function. Both AODV and PAW-AODV €exchange data among the nodes that are in its range on
are simulated in various mobile situations and are als¢he network. But still there are nodes in the MANET
subjected to the various hop count limits that the datawhich take part in routing but drop packets while
could traverse from source to destination. Theirtransmitting packets which affects the performance of the
performances in the various scenarios are then compareerotocol. Nodes should also have sufficient energy to
to reflect the relative merits of each protocol. perform transmission successfully. A trust and energy
A routing algorithm [L6] which adds a field in request based AODV 19 is introduced which provides reliable
packet which stores trust value indicating node trust onnodes with sufficient energy levels for routing.
neighbor is proposed. Based on level of trust factor, the
routing information will be transmitted depending upon
highest trust value among all. This not only saves Fhe3_1 Trust Calculation
node’s power by avoiding unnecessary transmitting
control information but also in terms of bandwidth

(channel utilization), which is very important in case of In the MANET, an observation is made on all nodes that

MANET. The malicious node can attack on the control fansmit packets. The total packets they transmit, packets

packet and misbehave in the network. The malicioust€Y receive and the packets they drop are taken in to

node, which may or may not be trusted node. Here aaccount for trust value calculation. The trust level value

trusted path irrespective of shortest or longest path whic alculation is pased on _the parameters s_hoyvn in the Table
. The count field describes about two criteria success and

can be used for communication in the network is ilure which describes whether the transmission w
proposed. Route trust value is calculated on the completéa ure ch describes whether the transmission was a
successful transmission or a failure

reply path which can be utilized by source node for next .

forthcoming communication in the network. A J1aplelNode Trustcalculation parameters
security-enhanced AODV routing protocol? called Count Type RREQ RREP Data
R-AODV (Reliant Ad hoc On-demand Distance Vector

Routing) is presented. The implementation is done by a Success Qrs Qps  Qds
modified trust mechanism known as direct and Failure Qrf Qpf Qdf
@© 2017 NSP
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RREQ and RREP are the route request and route replgs best trusted node for another transmission based on the
respectively which are exchanged between nodes in thecenario. Therefore based on the above calculation the
network. Data refers to the payload transmitted by thefollowing two cases are derived based on the threshold
nodes. The parameter Qrs is defined as the query requesalue.
success rate which is calculated based on number of Case 1: The node’s trust value is checked with the
neighboring nodes who have successfully received (rreg}hreshold value and if the value is greater than the
from the source node which has broadcasted it, Qrfthreshold value then the node is defined a trustworthy
defined as the query request failure rate which isnode and is allowed to participate in routing thereby
calculated based on number of neighboring nodes whiclassuring a trustworthy routing in MANET.
have not received the query request. Case 2: If the nodes trust value is less than or equal to

Qps is defined as the query reply success rate which ishreshold value then the node in defines as untrustworthy
calculated as successful replies (rrep) received by theéode which cannot be allowed to participate in routing
source node which has sent the rreq and Qpf is defined ashich causes packet dropping. In both cases the trust
the query reply failure rate which is calculated based oncalculation is performed regularly to check the nodes
the number of neighboring nodes which have not sent thgerformance and help it to be marked trustworthy or not.
replies for the query request received. Qds is defined as
the data success rate calculated based on successfully
transmitted data and qdf is defined as data failure rate3.1.1 Trust calculation Procedure
calculated based on data which have failed to reach
destination. However, it is known that for every network
there will be minimum data loss due to various
constraints. Stepl.

Qr, Qp and Qd are intermediate values that are used t&tep2.
calculate the nodes Request rate, Reply rate and Data
transmission rate. The values of Qr, Qp, and Qd areSt 3
normalized to fall in range of -1 to +1. If the values fall epo.
beyond the normalized range then it clearly shows thatStep4.
the failure rate of the node is high and denotes that the

Begin For nodes i to n do.

Initialize grs, gps and qdé/Success rate
parameters.

Initialize qrf, gpf and qdf/ /Failure rate parameters
Initialize QR, QP and QD'/ Intermediate values of
request, reply and date respectively.

corresponding node may not be suitable for routing. Apart

from the above mentioned normalized range, trust levelStep5.

value (TL) is calculated for each node during routing and
is checked against the threshold (TT) value (Calculated

by the average of trust values of the nodes that take part irptep6.

the routing). If lesser than threshold then there is a
possibility for this node to drop packets for the CurrentStep7
transmission and will not be suitable for routing and an

alternate path is selected for routing. However, this nodegieng.

may be the best node for some other transmission

n
grs—arf
CalculateQR: QR=§ ———
,z grs—+arf

n —
CalculateQP: QP = Y gngggi
I

" gds—qdf

. CalculateQD : QD = Z —_—

- qds+qdf
Calculate Trust Level Value:

between some other source and destination in the saméL = T (RREQ) « QR+ T(RREP) « QP+ T (DATA) x« QD

network at different time interval.

The next hop node is selected based on the trust value.
To select the next hop node the trust value of all
neighboring nodes from current source node is calculated

/IT is the time factorial of RREQ, RREP, DATA
sent respectively

and finally a node which has highest value than the Step9. For all neighbor nodesjto ndo

threshold is selected as next hop node for the current

routing. For example, Route starts from node N1 and nex$tep10. Calculate Trust-Threshold'T =

hop node N2 is selected. Now to select next hop node for

o TL
— N

N2 its neighbors are identified and their trust values areStep1l. End

calculated. If N3, N4, N5, N6, N7 are the neighboring
nodes of N2 then trust value for all these nodes are

collected and an average of this is identified and this value3.2 Energy Calculation

is set as threshold value for selecting the next hop node

for N2 only. The node which has the highest trust valueln MANET, nodes energy also plays a key role. Node

than the threshold will be selected as next hop nodeshould have a good energy level to complete the
Threshold value is calculated dynamically for every nexttransmission successfully. Though the node is said to be a
hop node selection in each run. The nodes which are noteliable node and has a good success rate of transmission,
selected for the current transmission based on their trust fails if it does not have energy. Therefore energy
value cannot be tagged as unfit node because it can seniecomes vital for all nodes to perform a efficient
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transmission. A node is selected for routing only if its

energy level is greater than the threshold value (average

of energy values of the neighboring nodes). Energy
calculation is based on nodes transmission, receptiaa, idl

Step4c.

and overhears modes. To identify energy level the nodes
are evaluated where sender to increase radio frequencies

to identify best nodes with more energy levels. Current
Energy level of node can be calculated by the initial

energy level and the consumed energy level of a node. For

every transmission the transmission power and receptio®tep4d.
power gets subtracted from its initial value of 100 Joules

(initialized during simulation).

During simulation communication messages (RREQ

and RREP) are exchanged between nodes in the network.
RREP contains energy values also. Therefore, energy for

nodes needs to be considered while routing since nodestepse.
may drain out of energy levels. Though a node is
providing its complete support for routing it can perform
well only if it has sufficient energy. Thus, energy is

announced by the proposed AODV protocol that checks

for energy levels of nodes before taking part in routing to
make the MANET routing efficient and effective and also

ensure QoS.

3.2.1 Energy value calculation procedure

Stepl.

Step2.

Step3.

Step4.

Stepda.

Step4b.

Do For all intermediate nodes which receive
request from a source node.

Introduce energy for all nodes and set initial
parameters values as initial-energy = 100,
max-energy=100, nodes=50 and Node-id
(unique id for each node)

Calculate Intermed-energy based on event,
time where events can be (event="Tm”"

|| event=""Rm”|| event="Om’|| event="Im")

//Transmit mode, Receive mode, Overhear modeSteps.

and Idle mode.

Every node in the MANET calculates its power
consumption and finds the remaining energy
periodically. Each node may operate in any of
the following modes;

In Transmission mode, the power consumed
for transmitting a packet is given as
Consumed-energy Pt« T

WherePt is the transmitting power ant is

the transmission time.

In Reception mode, the power consumed

for receiving a packet is given as
Consumed-energy = Pr* T

Steps.

Step6.

Step7.

Step9.

Step10.

Where Pr is the reception power and T is the
reception time.

In Idle mode, the power consumed in idle
mode is given as

Consumed-energy =Pi* T
Where Pi is the power consumed in idle
mode and T is the idle time.

In Overhear mode, the power consumed in
overhearing is given as
Consumed-energy=Po*T
Where Po is the power consumed in
overhearing and T is overhear time.
Calculation of consumed-energy and total-
energy;
for (i in Intermed-nergy)
{Consumed-energy[i]=initial-energy-
Intermed-energyli]
Total-energy +=consumed-energy[i]
if(max-energyjconsumed-energy[i])
{Max-energyzconsumed-energy[i]
Node-id=i} }

The value T (time) can be calculated as

T= Data size / Data rate

Hence, the remaining energy of each node can
be calculated as;

Rem-energy = Current-energy - Consumed-
energy

Node which sends route request collects
energy value of all nodes which receive

the request from source and reply to source
along with their energy value

(consumed energy).

Compute threshold as total energy of nodes
replied to node that has sent request

by number of nodes replied. Calculate

n
Energy-Threshol&T = ) Consurf;]ed energy
|

Next hop node selected based on its energy
value which is higher than ET.

Compute average energy:

Average-energy = total - energy / nodes

Initially every node has full battery capacity say 100%

which is assigned to current energy .On each event, the
remaining energy is calculated. A threshold (ET) is set
where the average Rem-energy of all nodes that are
eligible for next hop is calculated and the node which has
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got Rem-energy value more than the threshold is selected
as next hop node.

3.3 Secured transmission using MD5

The critical job in routing is to identify the attackers in
the path. To identify the attackers we initially set (flad) al
nodes as true nodes. Nodes change their nature only after
performing transmissions. Nodes properties considered

Oxf f fa39420«8771f681x6d9d6122 fde538Q
Oxadbeead40x4bdecf a90x f 6bb4b600xbeb fbc70
0x28%7ec60xeaal27f aOxd4ef 30854881005
0xd9d4d039ke6db99e50x1 f a2 7c f 80xc4ac5665

0xf42922440@432af f 97Xab9423a70x f 932039
O0x655059c30x8f0ccc920x f fef f47d0x858451d1
Ox6fa87e4fOxfe2ce6e00xa301431484e0811al

Oxf7537%820xbd3af23502ad7d2bb0Oxeb81d391

are IP Address (IP), Nodes identification (ID), MAC step 2: The format define how message should take values

Address and msg. If any one of these property of a node is
altered or changed, we conclude the node is an attacker
[30]. We propose that change in ip address concludes the
node as attacker. Initially ip is set in a sequence. Example
set ipnode0 192.26.2.0; set ipodel 192.26.2.1; set
ip-node2 192.26.2.2; set dpode3 192.26.2.3; set
ip_node4 192.26.2.4; setipode5 192.26.2.5.

If any node uses a another ip which is already existing
then we conclude that node as attacker. Ip address are set
in sequence. For instance node 5 and node 10 has same ip
address, then check node’s flag whether its true or false. It
would be true for node 5 but false for node 10 since the ip
is replicating for node 10. Since we have set ip addresses
in sequence its clear that the current ip address of node
originally belongs to node 5. These algorithms operate on
a message 512 bit at a time. Pad the msg to a multiple of
512 bits. Digest calculation begins with digest value
initialized to a constant. This value is combined with first
512 bhits of msg to produce a new value for the digest;
using a complex transformation. New value is combined
with next 512 bits of msg using same transformation and
so on until final value of digest is produced. The main
ingredient of MD5 alg is the transformation that takes
input as current value of the 128 bit digest, plus 512 bits

from matrix and in what format. For example if
null then first option, if 'a’ then second option
and this goes on. It should be in a combination
alphabets, numbers and alphanumeric characters.
Even if there no messages to be transmitted there
should be a 32 bit message.

For each{ msg expecte}

"

"d41d8cd98f00b204e980099&cf8427%"
"y
"0ccl7509c0f 1b6a831c399%269772661"
" abc”

"900150988d24fb0d6963f 7d28e17f 72"
"abcdef ghi jklmnopgr stuvwixyz’
"c3fcd3d761924007 fb496ccab7el 3b”
}

This 32 bit consumes more time for an attacker
to decrypt.

of msg and outputs a new 128-bit digest. MD5 operatesStep 3: |Is expected and computed are same? If same we

on 32 bit quantities. Current digest value can be thought

of as four 32-bit words(dO, d1, d2, d3) and piece of msg

currently being digested (512) as sixteen 32 bit words

(MO through Ms).

Step 1. We create a matrix for random values to be
selected. We take a 4x4 matrix to increase the
combination and possibilities as shown below.

Oxd76aa478e8c7b756(x24207@b0xclbdceee

Oxf57cOfafOx4787c62a0xa83046138fd469501
0x698098180x8b44f 7afOxf f f f 5bb10x895cd7be
0x6b901122&fd9871930a67943&0x4%40821

0xf61e25620kc040b3400k265e5a51xedb6C7aa
0xd62f 105d0x24414530d8ale681xe7d3fhbc8
0x21elcde60xc3370160x f 4d50d870x455a1 4ed
0xa9e3e905 f cefa3f80x676f 02d90x8d2a4c8a

conclude message formed as per the following.
Expected is the output of step 2, that is the
message created as per the format defined above.
Computed is the message created following the
formats defined and applied to md5 algorithm.
puts "testing: md5 “$msg

set computed [md5 $msg]

puts "expected: $expected”

puts "computed: $computed”

if {0 I=[string compare $computed

$expected J}

{

puts "FAILED”

}else
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{

puts "SUCCEEDED”

}

success of TES-AODV is the routing path that is

established only with trustworthy and energy efficient

nodes which are highly reliable and thus guarantees
routing by eliminating misbehaving nodes in the routing

path and providing higher packet delivery compared with
AODV and DSR.

4 Experimental results

Trust, energy and security schemes are applied to the
network scenario with different range of nodes. The same

scenario is applied for traditional AODV and DSR. This
helps the data packets to favourably move towards the
destination by using trusted and energy efficient paths.
The wireless network of this work comprises of 25, 50
and 100 nodes. The simulation results obtained from the
execution of TES-AODV is compared with the simulation
results obtained from the execution of traditional
protocols like AODV and DSR. Results are compared in
terms of Packet delivery ratio, Throughput, Delay, Packet
loss and residual energy. The proposed TES-AODV
shows good improvement in Qos metrics. PDR and

Throughput are higher, delay and packet loss are reduce

Packet Delivery Ratio

80

70

60

50

40

PDR for different number of nodes

/ ~~DSR
=ADOV
TES-AODV

25 50 100
Number of nodes

and energy consumption is also less compared with
general AODV and DSR. The experiments results were
obtained against different number of nodes and different

pause time. The results shows an average of 20% increase
in PDR. This increase is because nodes are selected based

on their trust and energy value. The next hop node
selected to complete the path form source to destination,

Figure 1 PDR for different nodes

is based on its trust and energy value. This trust and
energy based routing assures an efficient routing and
avoids misbehaving nodes in routing path. The proposed
TES-AODV has also shown a decreased delay and an
increase in throughput. Nodes which are trusted and with
high energy levels are alone used for routing which

ultimately reduces the time taken to reach the destination
successfully. Energy is vital for a node to perform in the

network. Nodes with good trust may be selected for
routing but inefficient energy may lead to poor

performance of the node towards routing. This scheme

selects node for only routing which has good energy

Packet Delivery (%)

0.8

0.75

0.7

0.6

0.55

Packet Delivery Ratio for different pause time

=-DSR
“=AODV
TES-AODV

20 40 60 80 100 120

pause time (Sec)

values. The energy consumption of nodes is reduced so
that they maintain good energy levels for future
transmission and extend their lifetime in the network.

4.1 Results comparison of QoS metrics with
respect to node count and pause time

Figure 2 PDR for different Pause time

4.1.2 Throughput

Qos parameters are discussed in the following sections to
show the enhancements in proposed TES-AODV protocol
compared to general AODV and DSR.

4.1.1 Packet Delivery Ratio

TES-AODV is on middling 30% better than AODV and
35% better than DSR in terms of middling throughput as
shown in Fig. 3 and Fig.4. Since the possibility of finding

As shown in Fig. 1. and Fig. 2., TES-AODV outperforms an reliable and efficient route for TES-AODV is higher
AODV and DSR. The factor that contributes to the than that of AODV and DSR
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Figure 4 Throughput for different Pause time

4.1.3 Packet Drop
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Figure 6 Packet drop for different Pause time

4.1.4 Delay

Despite enhanced performance of TES-AODV in terms of
packet delivery ratio and throughput, TES-AODV

outperforms AODV in delay as shown in Fig.7. and Fig.

8. The key reason for this is the trust and energy
calculation to be carried out by TES-AODV at different

pause time. Still TES-AODV delay is less than AODV

and always better than DSR.

Delay for different number of nodes

11
1
/ ~+DSR

0.9 “=ADOV
TES-AODV

Delay ( sec)

As an attractive asset lesser number of packets should b

dropped while communication. Fig. 5. and Fig. 6. indicate | “*
that TES-AODV is better than AODV and DSR. The 07
proposed TES-AODV creates efficient routes there by 2 50 100
reducing the packet drop in the routing path. TES-AODV Tumber ofnodes
drops fewer packets compared to AODV and DSR.
Figure 7 Delay for different nodes
. Delay for different Pause time
Packet drop for different number of nodes 1
20
0.9 '\
15
o 508
= < ~-DSR
zw ~+DSR Eor #A0DV
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Figure5 Packet drop for different nodes

Figure 8 Delay for different Pause time
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4.1.5 Jitter and Residual energy

both nodes will be tested with their flags where node 1
and 2 will be true and node 9 and 28 will be false. Node 9

Fig. 9. clears shows that the jitter for TES-AODV is less and 28 are defined as attackers since they replicate ip
than AODV and DSR with respect to pause time. Fig. 10address shown clearly with same msg been created using
depicts the energy remaining by different protocols atMD5. Table 2 depicts the signature of nodes used during
different pause times. TES-AODV consumes less energyouting.

compared to DSR and AODV.

Jitter for different Pause time
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Figure 9 Jitter for different Pause time
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Figure 10 Residual energy

4.2 Security Scheme scenarios

Table 2 Signature of nodes

Routing Node Signature
N1 c4dfd145e649849eb4a66f83c052a8de
- Trusted Node
N9 c4dfd145e649849eb4a66f83c052a8de
- Replicated as N1
N28 a9913dlaleaccaa08606200dc92faaac
- Replicated as N2
N2 a9913dlaleaccaa08606200dc92faaac

- Trusted Node

The snapshots show clearly that nodes are always
checked for their reliability. If a node misbehave or
becomes attacker immediately its been identified and an
alternate routing path is established which ensures
secured routing in proposed MANET routing.

5 Conclusion

A trust and energy basedDDV (TES— OADV) protocol

is proposed that incorporates trust values, energy values
of nodes and security managemenMANET. Nodes are
selected for routing based on its trust and energy values.
A threshold value is defined and nodes are ultimate for
routing only if its trust and energy levels are better than
threshold. The transmissions are secured by
implementing message digest algorithm MD5, which
increases the reliability of routing. The work is
implemented and simulated on NS-2 toward number of
nodes and pause time. The simulation results have shown
an good improvement over the qos metrics like PDR,

The simulation snapshots of network are shown in Fig. 11Delay, Throughput, Jitter and residual energy. PDR
and Fig. 12.The nodes are marked initially as true and aghcreased by 24%, Throughput by 30%, Delay decreased

transmission starts they start changing.

Flag for node(1)} — —— > true
Flag for node(2} — —— >true
Flag for node(9) — —— > flase
Flag for node(28) — —— >flase

Routing Path :N23, N1, N40, N41, N48
Mis-behaving Routing : N23, N9, N28, N48
Alternative Routing  :N23, N1, N2, N40, N41,N48
Mis-behaving Nodes : Node 9, Node 28

by 6% and Packet loss reduced by 9%. Thus TES-AODV
provides more consistent, reliable and secured data
transfer compared to general AODV and DSR protocols.

The work can be implemented and compared with other
reactive and proactive protocols and also can implement
virtual energy concepts for increasing the efficiency of

proposed protocol.
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