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Abstract: Long and short text messages are widely transmitted through various communication media, and some of these messages

may be very secret or of a special nature, which requires protecting them from the danger of abusers, intruders, or data hackers. Given

the importance of protecting text messages, a novel method will be presented focusing on simplifying the procedures to protect data and

make the hacking process difficult.A high-level protection method will be provided using the complicated variable content private key;

this key can be easily changed without changing the sequence of operations used in the encryption and decryption phases.A secret color

image is to be used to generate the private key;both the sender and receiver must save this image, and the selected image key can be

easily resized to get a key equal to the secret message length.To increase the degree of protection, it is recommended to divide the text

message into blocks with a selected size, the sender and receiver must determine the size, and the byte in each block is to be combined

into one vector. This vector will be rotated left using a specified number of bits determined by the sender and receiver.The proposed

method will be implemented using various color images and text messages, and the results will be compared with other methods to

prove the achievements obtained by the proposed method.
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1 Introduction

Recently, social media has spread widely, and the process
of exchanging text messages between different parties has
increased dramatically, which requires us to protect many
of these messages, especially as they may be highly
confidential or of a personal nature. No third, not
authorized party is to view Get the text message and
understand its content. One of the most important ways to
protect SMS and long text messages is to use the data
cryptography method [1,2,3,4,5,6,7].

Data cryptography means [8,9,10,11,12,13,14]
executing two phases: encrypting the original data in the
encryption phase using the private key and a sequence of
operations and decrypting the encrypted data in the
decryption phase using the same PK and the same
sequence of operations with some minor changes,

Encryption means distorting and destroying actual data
which becomes ambiguous, understood unusable, while
decryption means recovering the original data.
Datacryptography can be implemented using the source
data, as shown in Figure 1; this data must proceed using a
selected method and a selected private key (PK) known
by the sender and receiver [15,16,17,18,19].

The selected method of data cryptography must meet
the following requirements [20,21,22,23,24,25]:

1.The data destruction degree in the encryption phase
must be very high, the quality parameters can measure
this, and in the research paper, we will use mean
square error (MSE) shown in equation 1, peak
signal-to-noise ratio (PSNR)shown in equation 2, and
correlation coefficient (CC) between the original and
the encrypted –decrypted data.
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Fig. 1: Data cryptography process

2.In the encryption phase, the value of MSE must be very
high, the PSNR value must be very low, and the CC
value must be very far from 1.

3.In the decryption phase, the MSE value must be close
to zero, the PSNR value must be close to infinite, and
the CC value must be close to 1.

MSE =
1

N

m−1

∑
i=0

n−1

∑
j=0

[S(i, j)−R(i, j)]2 ,N = m×n(S,R,aremessages) (1)

PSNR = 10× log10

(MAX1)
2

MSEt

(2)

The selected method of cryptography must meet the
requirements of good cryptography by achieving the
following points, optimized values of the quality
parameters during the encryption and decryption phases,
Minimizing the encryption and decryption time to
maximize the method throughput (number of bytes
encrypted or decrypted in one second) and Flexibility and
ease of implementation of the method and the ease of
making any acceleration if necessary. The confidential
data used to create the secret key is complex and difficult
to decipher or hack.

The research paper uses a confidential color image as
an image key to generate the necessary PK to complete
the encryption and decryption process. Choosing a color
image as an image key is due to the reasons [12,13,14].

1.Digital color image is a 3D matrix (one 2D matrix for
each color: red, green, and blue), as shown in Figure
2. This matrix simplifies the process of color image
manipulation.

2.Each pixel value of the color image matches an ASCII
value of the message, and the pixel value is within the
range of 0 to 255 [26,27,28,29,30,31].

3.Ease of obtaining the digital color image due to the
diversity of its sources and the possibility of obtaining
it without any cost.

4.The possibility of dealing with the matrix of each of
the three colors separately and employing this matrix
for various purposes, the most important of which is
the generation of the private key [3,32,33,34,35,36,
37].

5.Ease of carrying out many operations on the color
matrix and the possibility of obtaining matrices of the

Fig. 2: Color image representation

image and the required dimensions by resizing the
digital image, as shown in Figures 3, 4, and 5.

6.The possibility of replacing the image used at any time
through an agreement between the recipient and the
recipient without modifying the cryptographic method
used [1,10,11,38,39].

Fig. 3: Matrix resizing example

Fig. 4: PK generation
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Fig. 5: Using image colors to generate PKs

Using the digital color image as an image key in the
proposed method will achieve the following benefits [29,
30,31,41,42,43,44,45,46,47,48]:

1.The color digital image used as the key is kept secret,
making it impossible to identify.

2.The possibility of using one of the colors in the image
to generate the private key.

3.The possibility of employing the image to generate any
private key and size.

4.The possibility of replacing the image with another
without affecting the method used.

2 Methodology

Many methods of secret data cryptography and the
majority of these methods were designed based on a
standard DES (data encryption standard) such as 3DES,
AES, and blowfish (BF) methods [49,50,51,52]. These
standard methods operate in the fashion using various
lengths and numbers of some parameters used in each, as
shown in Table 1 [53,54,55,56].

The technique of Standard encryption methods have
standard features that are regarded as cons:

1.For Each method used on PK, this key’s length is fixed
and cannot be changed.

2.The encrypted data must be divided into blocks;the
block size is also fixed and cannot be changed.

3.A series of rounds must be executed;the number of
rounds is fixed and cannot be changed.

4.Key generation is required. The PK is to be used to
generate other required sub key [29,30,31,32].

5.These methods provide excellent values quality
parameters in both phases: Encryption and decryption.

6.These methods are efficient when dealing with data
with small and medium sizes;when the data size
increases, the throughput will rapidly drop down, and
the methods will be inefficient [42,43,44,45,46,47].

7.Increasing the number of required rounds will slow the
cryptography process.

8.Most of these methods require an S-box, this box must
be created and manipulated, and extra CPU time and
memory space size are required [38,39].

The proposed technique uses two logical operations:
rotating left with a selected number of digits and XORing

the message block generated from the image key PK. The
rotation left operation is presented in Figure 6 and Figure
7.

Fig. 6: Rotate left implementation

Fig. 7: Message block rotation

Fig. 8 shows an example of message block rotation
during the encryption and decryption phases.

Fig. 8: Block rotation example using a selected number of digits
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Table 1: Standard encryption methods characteristics

Method Parameter DES 3DES AES Blowfish

PK length(bit) 56(fixed) 112,168(fixed) 128,192,256(fixed) 32-448(fixed)

Block size(bit) 64(fixed) 64(fixed) 128(fixed) 64(fixed)

Ability to deal

with images
Difficult Difficult Difficult Difficult

Encryption quality

Excellent: High

MSE and

low PSNR

Excellent: High

MSE and

low PSNR

Excellent: High

MSE and low

PSNR

Excellent: High

MSE and

low PSNR

Decryption quality

Excellent: Zero

MSE and infinite

PSNR

Excellent: Zero

MSE and infinite

PSNR

Excellent: Zero

MSE and infinite

PSNR

Excellent: Zero

MSE and infinite

PSNR

Efficiency Slow Slow Slow Moderate

Attack Brute force attack

Brute force attack,

Know plaintext,

chosen plaintext

Side channel attack Dictionary attack

Structure Feistel Feistel Substitution-Permutation Feistel

Block cipher Binary Binary Binary Binary

Rounds 16(fixed) 48(fixed) 10,12,14(fixed) 16(fixed)

Flexibility to

modification
No Yes Yes Yes

Simplicity No No No No

Security level Adequate Adequate Excellent Excellent

Throughput Low Low Low Moderate

The XORing operation is to be implemented for
Encryption and decryption using the message and the
generated PK as shown in Fi. 9 and Fig. 10. Here, we
have to notice that we can select a sequence of rotate and
XORing operations to increase the level of security, in our
paper research the sequence will contain rotation and
XORing in the encryption phase and XORing and
rotation in the decryption phase.

Fig. 9: Using XORing in the encryption phase example

The security level can be achieved by using the
following secret information:

1.The secret image key.
2.The color matrix used to generate the PK.
3.The number of digits used for rotation left operation

(RLD), from 1 to 23, in the decryption,will equal the
number of digits or rotation (block size in bytes –
RLD).

4.The sequence of implemented logical operations.

Fig. 10: Using XORing in the decryption phase example

A. The proposed algorithm for Encryption and

decryption

1. Encryption Algorithm

Inputs: Secret message, color image key, Color matrix
to be used to generate PK, RLD, operation sequence

Output: Encrypted message

Process:

1. Get the inputs.

2. Resize the color channel matrix to message size.

3. For every 3 bytes in the message, do the following.

Convert each byte to binary.

Merge the binary number into a one-row array.

Rotate left the block array RLD times.

Convert the array back to decimal.

Store each byte in the block in the message array.

4. Apply XORing the rotated message with PK to get
the encrypted message

2. Decryption algorithm
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Inputs: The encrypted message, color image key, and
Color matrix to be used to generate PK, RLD, and
operation sequence

Output: Decrypted message
Process:
1. Get the inputs.
2. Resize the color channel matrix to message size.
3. Apply XORing the encrypted message with PK to

get a new message.
4. Do the following for every 3 bytes in the new

message.
Convert each byte to binary.
Merge the binary number into a one-row array.
Rotate left the block array 24-RLD times.
Convert the array back to decimal.
Store each byte in the block in the decrypted message

array.

3 Results

The proposed method was implemented using Matlab
(processor 2.4 MHz, i5 with RAM size =8 G Byte) using
various images and in-length messages.Figure 11 shows
the used images, while Table 2 shows the basic
information aboutthese images.

Fig. 11: Used images

A message with length=240 characters was selected,
and different images were selected as image keys. The
parameter MSE, PSNR, CC, and Encryption (decryption)
time were calculated. Table 3 shows the obtained
experimental results.

From Table 3, we can see that the proposed method
provides good values for the quality parameters (MSE,
PSNR, and CC), and the proposed method is efficient by
providing a high throughput (on average 9125.5 bytes per
second (around 9 K bytes per second)). Short messages

Table 2: Images basic information

Image number Dimension Size(byte)

1 151 333 3 150849

2 152 171 3 77976

3 360 480 3 518400

4 1071 1600 3 5140800

5 981 1470 3 4326210

6 165 247 3 122265

7 360 480 3 518400

8 183 275 3 15075

9 183 275 3 150975

10 201 251 3 151353

11 600 1050 3 1890000

12 1144 1783 3 6119256

with various lengths were selected using image twoas an
image key; The standard methods of data cryptography
were also implemented using the same messages. Table 4
shows the obtained experimental results for a short
message.

Table 3: Using various images to encrypt the same message

Image number MA PSNR CC
Encryption(decryption)

time (second)

1 7.1214e+003 22.1166 0.0805 0.026000

2 1.1277e+004 17.5201 -0.3739 0.025000

3 6.2011e+003 23.5005 0.1317 0.025000

4 6.1543e+003 23.5763 0.2344 0.032000

5 8.0629e+003 20.8750 0.0493 0.026000

6 4.9396e+003 25.7749 0.3281 0.024000

7 6.1054e+003 23.6560 0.0957 0.024000

8 9.5357e+003 19.1973 -0.2585 0.025000

9 6.7962e+003 22.4267 -0.0268 0.025000

10 7.4988e+003 21.6004 0.0160 0.025000

11 9.6766e+003 18.9720 -0.2448 0.033000

12 7.6899e+003 21.3487 -0.1261 0.025000

Average 7588.2 21.7 -0.0079 0.0263

Throughput(byte per second 9125.5

From Table 4, we can see that the proposed method is
more efficient than the standard method of data
cryptography and decreases the encryption time, as
shown in Fig. 12.

Table 4: Short messages implementation results
Message

length(byte)

Encryption time (second)

Proposed DES 3DES AES BF

24 0.005741 0.1510 0.1800 1.1160 0.0864

48 0.007389 0.3020 0.3400 2.2120 0.1528

72 0.007850 0.4580 0.5200 3.3280 0.2392

96 0.008691 0.6140 0.7100 4.4340 0.3256

120 0.010857 0.7700 0.8009 5.5600 0.4120

144 0.011261 0.9260 1.0700 6.6760 0.5084

168 0.022855 1.0820 1.2400 7.8020 0.5048

192 0.013348 1.2380 1.4200 8.8280 0.6512

216 0.014285 1.3040 1.5200 9.9440 0.6776

240 0.015784 1.4600 1.7000 10.7600 0.7640

Long messages with various lengths were selected
using image 2 as an image key; the standard methods of
data cryptography were also implemented using the same
messages. Table 5 shows the obtained experimental
results for the long messages.

From Table 5, we can see that the proposed method is
more efficient than the standard method of data
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Fig. 12: Encryption time comparisons for short messages

Table 5: Long messages implementation results
Message

length(K byte)

Encryption time (second)

Proposed DES 3DES AES BF

3 0.184562 18.9680 22.0400 140.8 9.0592

6 0.443673 38.9310 44.0600 282.7 18.1184

9 0.687047 58.9030 66.1100 425.5 29.1776

12 1.035879 78.8620 90.1500 567.4 40.2368

15 1.684129 98.8200 112.1000 710.2 51.2960

18 2.233661 117.8070 135.2300 852.1 62.3552

21 2.685112 136.7750 158.2600 989.9 71.4144

24 3.157145 155.7420 180.3100 1137.8 82.4736

27 3.639037 176.7110 203.3400 1280.6 91.5328

30 4.277896 194.6700 225.2000 1421.5 101.5920

cryptography and decreases the encryption time, as
shown in Fig 13.

Fig. 13: Encryption time comparisons for long messages

4 Conclusion

A simple method of message cryptography was proposed
and implemented. The proposed method provides good
data protection by using impossible-to-guess information

such as image key, generated PK, sequence of operation,
and the number of digits used to rotate the data block. The
experimental results showed that the proposed method
meets the requirements of good methods of data
cryptography by providing excellent values for the quality
parameters MSE, PSNR, and CC.The proposed method is
more efficient than any standard data cryptography
method. It was also implemented and showed that the
proposed method significantly decreases the Encryption
(decryption) time. It has a better performance by
maximizing the encryption (decryption) throughput. It
was shown that the proposed method can use any color
image regardless of the size and type ofthe image key.
This image can be easily changed without needing any
method modification keeping the process of message
cryptography secure and efficient.
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