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Abstract: NTRU (Number theory research unit) is a public key cryptosystem that uses lattice-based cryptography. It is more resistant
to assaults than other commonly used public-key cryptosystems, and its performance has been proven to be much better. This study
introduces TRUHIB, a commutative variation of the NTRU, as a novel multidimensional public-key cryptosystem. It operates using a
novel mathematical structure that consists of two public keys and five private keys. in a algebra called HSS algebra. This new structure
has improved the security and sophistication of the public key cryptosystem.
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1 Introduction

As more people utilize computer networks to transmit
confidential documents, several of these duties would be
impossible to complete without the availability of an
efficient and safe cryptosystem. Many public-key
cryptosystems depend on factorization and discrete
algorithm issues, such as RSA and El- Gamal have been
presented [1,2]. In 1996, Hoffstein et al. proposed NTRU
a public key based on rings Z[x]\ (x"¥ — 1) [3]. Due to the
effectiveness of NTRU, many improvements have been
made to it.

In 2019, Yassein and Al-Saidi studied an innovative
bi-cartesian algebra for designing highly performed
NTRU- like [4]. In 2020,Yassein et al. proposed a new
NTRU public key through an innovational algebraic
structure [5]. In the same year, Yassein et al. proposed a
multi-dimensional algebra for designing an improved
NTRU [6]. In 2021, Yassein et al. proposed an
improvement of QTRU called QMNTR depending on a
new mathematical structure [7]. In the same year,
Abo-Alsood and Yassein proposed a new like-NTRU
called BOTRU and QOTRU depending on bi-octonion
subalgebra and Qu-octonion subalgebra respectively [8,
9]. Shahhadi and Yassein introduce two cryptosystem
variant NTRU called NTRS and NTRSH via tripternion

algebra [10,11]. In 2022, Abo-Alsood and Yassein used
octonion algebra to build an alternative to the NTRU
called TOTRU [12]. Also, Shahhadi and Yassein
introduce a new method analog NTRU called NTRTRN
via tripternion algebra [13]. In 2023, Yassein at el.
proposed NTRU-like which called QuiTRU with high
security [14] . In this study, TRUHIB a new NTRU
alternative is provided with a new mathematical structure
that is based on the HSS algebra.

2 HSS Algebra

Let F be a field such that Char(F) # 2, then the HSS
algebra defined as following [15]:

HSS = {(tu,n,n)(L,1,1) + (14,75,7)(x,x,x) +
(17,73,79)()),}),}))\7,' e Fi = 1,2,...,9} such that
{(1,1,1),(x,x,x), (y,y,y)} is basis of D. Suppose have
three rings of truncated polynomials:

K = Z[N\N = 1),K, = Zp[#]\(" —
Z, [\ (¥ —1).

The three algebra V,V,.and V, are demonstrated as
follows:

V. = {(Nl»ﬂzvlJ«S)(l»l»l) + ([.1,4,‘15,[.1,6)()6,,)6,)6) +
(#77.‘18a#9)(y7y7Y)\#i € }

Vp = {(‘lll,/.iz,‘u3)(1,1,1) + (/.L4,,ll5,/.16)(x,x,x) +

1),K, =
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(M7, 148, 9) (v,y,y) \ i € K}
Vq = {(“1)“27“3 (1 1 1) + (“4)“57“6)(-x7x5x) +
(17,18, to) (v, y,y \uleKq}

Let Ey,E> € V), V, such that
E; = (YleZaYS)(]vlvl) +
(¥7:¥8,¥0)»y,y) and  Ey = (m1,m2,m3)(1,1,1) +

(7747775a776)(xax7x)+(Tl7a778a779 (y7y7 )
Corresponding coefficients are added to complete the

addition E{+E,.

The multiplication E; % E; can be determined
Ep By = (Y111 + YaN7 + Y7714, Y212 + Y578 + Ys M5, Y3713
+¥6M9 + YoTle) (1, 1,1) +(yama + ¥117 + ¥771,¥57M5 +
Yolls + YsT2:¥6M6 + ¥3Mo + YoT3)(x,%,%) + (777

Y14 + YaM1,¥8M8 + Y572 + Y2M5,¥9M9 + ¥3Te +
Y613)(»,»,y). The multiplication E; * E; commutative,

identity  element of  multiplication equal to
o = (1,1,1)(1,1,1)+(0,0,0) (x,x,x) + (0,0,0) (y,y,y),
and inverse element multiplication is defined as following
E~ =(u,10,13)(1,1,1) +

+ (17; 13, 19)(y7y7y)5

(Y47Y5)Y6)(x7xax) +

(l47 15, 16)(x,x,x)

where
_ L3 - (1)’
= 3 3 3
3313437 — (31)" = (34)” = (I)
B Ik — (1)
b= 3 3 3
313533 — (J2)” — (Is)” — (3s)
_ 36T — (3)°
3J3J6d9 — (33)3 - (:I6)3 - (39)3 ,
N 11— (37)?
3L - (1)’ - (1)’ - (@)
B L — (&)’
Is = 3 3 3
31dsdg — (d2)" —(Is)” — (Is)
B BJs— (1)’
le = 3 3 3
313d6do — (33)" — (J6)” — (Jo)
3 1137 - (1)
l7 = 3 3 3
301A4dr — (A1)" = (J4)” — (I7)
-~ Dl —(35)
g = 3 3 3
31dsdg — (d2)" —(Is)” — (Is)
and
_ BJo— ()’
lg =

3333630 — (33)° — (J6)* — (Do)

3 TRUHIB Cryptosystem

TRUHIB cryptosystem depends on parameters N,p,q
similar to NTRU as well as subsets I¢, I, Ig, Iw, Iy, Iy, 1y
and Iy C V such Ig has inverse mod p and ¢q. The
following three stages can be used to describe the
TRUHIB cryptosystem.

3.1 Key Creation

Use five polynomials ¢ € I.,U € Iy(,§ € I, W € Iy and
Y € Iy to create keys H and X, such that ¢ and Y should
be invertible modulo p and ¢ and W invertible modulo p.
The public keys are generated as follows:
K=¢x(G+xU)mod g and H="W *%;1 mod q.

3.2 Encryption

Random polynomials ¥ € Iy are picked after translating
the original message M to HSS algebra. Compute
ciphertext E by formula:
E=p(K«x¥Y+H)+ M (mod q).

3.3 Decryption

After getting the ciphertext E, the recipient gets the
original message by using the following steps:

First, compute B| = E Y mod g, second, covert to mod p
i.e. By = By mod p, the coefficients are adjusted to lie in
the interval (£, %] and multlplylng B, from the right by

Y, denoted by By = By xY,! mod p=M.

4 Security analysis

An attacker who has general parameters and the public
keys H and X must search in Ig, Iy, and Iyy get private
keys G, U, and W until a decryption key is found. The size
of space for the three subsets /g, Iy, and Iy are computed

using a  brute force assault as  follows:
5 9 N—dy\ 9

sl = ()’ Il = ()Y and

|hy| = (dlzv)g(Ndj)W)g As a result, the key security is

equal to:

9 N—da9 9 v 719 PN S
()Y @) (i) () (Cae)”)” simitary.
an attacker must also seek in order to discover the original

— (N)g(N*d‘f’)9, As a result,

message in Iy such that |ly| dy) (dy

o 9 N—don O\ 2
the message security is equal to: ((d]\;/) (Ndlj‘*’) )2

5 Conclusions

TRUHIB cryptosystem is based on commutative HSS
algebra. Security of TRUHIB is more than NTRU,
QMNTR, BOTRU, QOTRU, NTRS, NTRSH, TOTRU,
NTRTRN, and QuiTRU but it speed faster than TOTRU
and slower than NTRU, QMNTR, BOTRU, NTRS,
NTRSH, TOTRU, NTRTRN, and QuiTRU. TRUHIB is
multidimensional and can encrypt nine messages in one
round nine different sources or from a single source. This
feature may be important in some applications that need
multiple sources.
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