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Abstract: Statistical steganalysis schemes detect the existence of secret information embedded by steganography. The χ2 detection
and Regular-Singular (RS)-attack methods are two well known statistical steganalysis schemes used against LSB (least significant bit)
steganography. The embedded message length can be estimated accurately by these two steganalysis schemes. For secret communi-
cation, the resistance of steganography against steganalysis is very important for information security. To avoid the enemy’s attempts,
the statistical features between stego-images and cover images should be as similar as possible for better resistance to steganalysis. To
ensure the security against the RS and χ2 analysis, we presents in this paper a new steganographic method based on graph coloring
problem (GCP). Before embedding the secret message in LSB (least significant bit) of the cover image, we use a (GCP) algorithm to
locate the optimal positions of the pixels in the cover image. Thus, the existence of the secret message is hard to be detected by the
RS analysis. Meanwhile, better visual quality can be achieved by the proposed algorithm. The experimental results demonstrate the
proposed algorithm’s effectiveness in resistance to steganalysis with better visual quality.

Keywords: Steganography, graph coloring, heuristic DBG, LSB method.

1. Introduction

Nowadays internet is a popular communication channel.
Transmitted data are easy to be copied or destroyed by
unauthorized persons. Therefore, how to transmit data se-
cretly by internet becomes an important topic. Encryption
may provide a safe way, which transforms data into a ci-
phertext via cipher algorithms [17]. However, it makes the
messages unreadable and suspicious enough to attract eaves-
dropper’s attention. To overcome this problem, steganog-
raphy offers different approaches to transmitting secret mes-
sages. Steganography is a technique that imperceptibly hides
secret data into cover media by altering its most insignif-
icant components for covert communication, such that an
unauthorized user will not be aware of the existence of se-
cret data. Many successful steganography methods have
been proposed. Among all the methods, LSB (least sig-
nificant bit) substitution, which embeds secret data by re-
placing k LSBs of a pixel with k secret bits directly [14].
The LSB embedding achieves good balance between the
payload capacity and visual quality. However, the LSB re-

placing method flips one half of the least-significant bits.
Thus the artifacts in the statistics of the image are easy to
be detected. In a recent paper, different form of the LSB
Steganographic schemes are proposed, in 2008, Wang et
al. presented a steganographic method that utilizes the re-
mainder of two consecutive pixels to record the informa-
tion of secret data [15]. Yang et al. proposed an adaptive
LSB steganographic method using the difference value of
two consecutive pixels to distinguish between edge areas
and smooth areas [18]. All pixels are embedded by the k-
bit modified LSB substitution method, where k is decided
by the range which the difference value belongs to [18].
However, some of them seem not to consider the features
of edge sufficiently [15,17,18]. The methods described in
[19,20] have overcome the drawback, but unfortunately
they result has propagated error and lower embedding ca-
pacity.

To resist to RS and χ2 steganalyses [22,23], the influ-
ence on the correlation of pixels needs to be compensated.
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The compensation may be achieved by adjusting other bit
planes. Nevertheless, the implementation may be compu-
tational infeasible. For example, if only two bit planes are
modified in a 256 × 256 gray level image, there are 22

possible bit selections for each pixel. For the entire image,
there are 2524288 times of adjustments, it’s not feasible in
the practical application. For this reason, optimization al-
gorithms have been employed in information hiding to find
the optimal embedding positions. For example, genetic al-
gorithm had been exploited in digital watermarking [21].

In this paper, we propose a new LSB steganographic
algorithm using the graph coloring problem (GCP). The
(GCP) algorithm [12] is used to locate the optimum pixel.
Using this positions, the artifacts caused by the steganog-
raphy can be eliminated and the image quality will not be
degraded. Embed secret bits into each pixel in the block in-
dependent set by modified LSB substitution method. Ad-
justment will be executed to extract secret data exactly by
recipient and to minimize the perceptual distortion resulted
from embedding. The experimental results show that our
proposed method provides a large embedding capacity, and
the quality of the stego-image is improved as well. The pa-
per is organized as follows. In the next section, the LSB
method is presented. In Section 3, we present the graph
coloring problem. Section 4 describes our resolution ap-
proach. The experimental results will be in Section 5. Fi-
nally, the conclusion is given in Section 6.

2. Hiding Methods in Image Steganography

Image steganography has been widely studied by researchers
[14]. There are a variety of methods using which informa-
tion can be hidden in images that we recall:
Least Significant Bit Replacement Technique: In image
steganography almost all data hiding techniques try to alter
insignificant information in the cover image. Least signif-
icant bit (LSB) insertion is a common, simple approach to
embedding information in a cover image. For instance, a
simple scheme proposed, is to place the embedding data
at the least significant bit (LSB) of each pixel in the cover
image [14,15,16]. The altered image is called stego-image.
Altering LSB doesn’t change the quality of image to hu-
man perception but this scheme is sensitive a variety of im-
age processing attacks like compression, cropping etc. We
will be emphasizing more on this technique for the various
image formats.
Moderate Significant Bit Replacement Technique: The mod-
erate significant bits of each pixel in the cover image can
be used to embed the secret message. This method im-
proves sensitivity to modification, but it degrades the qual-
ity of stego-image. Experiments have shown that the length
of hidden messages embedded in the least significant bits
of signal samples can be estimated with relatively high pre-
cision. A comprehensive survey of steganographic meth-
ods is presented in [14].

2.1. The LSB Method

The least significant bit i.e. the eighth bit of each pixel in-
side an image is changed to a bit of the secret message.
When using a 24-bit image, one can store 3 bits in each
pixel by changing a bit of each of the red, green and blue
color components, since each of them is represented by
a byte. An 800 × 600 pixel image, can thus store a total
amount of 1, 440, 000 bits or 180, 000 bytes of embedded
data For example a grid for 3 pixels of a 24-bit image can
be as follows :

(01010101 01011100 11011000)
(10110110 11111100 00110100)
(11011110 10110010 01101011)

When the number 300, which binary representation is 101101100
is embedded into the least significant bits of this part of the
image, the resulting grid is as follows :

(00101101 00011100 11011101)
(10100111 11000100 00001101)
(11010011 10110010 01100010)

Here the number 300 was embedded into the first 8 bytes
of the grid, only the 5 bits needed to be changed accord-
ing to the embedded message. On average, only half of the
bits in an image will need to be modified to hide a secret
message using the maximum cover size. Since there are
256 possible intensities of each primary color, changing
the LSB of a pixel results in small changes in the inten-
sity of the colors. The human eye cannot perceive these
changes thus the message is successfully hidden. With a
well-chosen image, one can even hide the message in the
LSB without noticing the difference.

3. Graph coloring problem

The graph coloring problem (GCP) is a combinatorial op-
timization problems that is widely studied in computer sci-
ence and mathematics. It’s related to several traditional
applications in various fields such as telecommunications,
bioinformatics, and Internet. Among these applications we
find, timetable problem [1], crew scheduling [2], supply
chain and logistics optimization [3], register allocation [4],
air traffic flow management [5] and frequency assignment
problem [6]. Garey and Johnson in 1979 [7], demonstrated
that the k-coloring problem is NP-complete and that the
determination of the chromatic number χ(G) is NP-hard.
Therefore several methods and heuristics have been pro-
posed to solve this problem. The first used algorithms were
constructive algorithms. Among the most employed in-
clude RFL [8] and DSATUR [9], both approaches use an
order constructed dynamically on the vertices. Subsequently
a large number of local search algorithms have been in-
tended to solve the coloring problem. Among these meth-
ods, the tabu search that is in the first place. Several authors
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have introduced this technique in their works [10,11]. Here
after we recall some definitions and algorithms in graph
coloring.

3.1. Definitions

The graph coloring problem is to assign a color to each
vertex so that two adjacent vertices do not have the same
color. If the graph contains an edge (x, y), then x and y
will have different colors, see Figure 1.

Figure 1 Example of a graph coloring.

A valid k-coloring of vertices in a graph G = (V,E)
is an application c : V −→ {1, ..., k} such as c(x) ̸= c(y),
for all (x, y) ∈ E, the value c(x) associated with vertex x
is called color of x. If (x, y) ∈ E and c(x) = c(y) we say
that x and y are in conflict. The vertices of the same color
define a color class noted C, such that there is no edge
between two vertices of the same class. Since each color
class induces an independent set of G, a coloring can also
be seen as a partition of V as independent sets.
The chromatic number of a graph G denoted χ(G) is the
smallest number of colors used to color all vertices of G
with a valid coloring.

3.2. Maximal independent set

An independent set in a graph G = (V,E) is a subset
S ⊆ V of vertices pairwise non adjacent. The problems
of maximal cardinality independent set and graph coloring
are correlated. Thus, it is normal in coloring problems to
search means to restructure the independent sets, that cor-
respond to different given colors. The goal is to increase
the size of the independent set to reduce the number of
sets, and thus the numbers of colors.
We consider an undirected graph G = (V,E), where V =

{1, ..., n} denotes the set of vertices of the graph and E
denotes the set of edges. For each vertex i ∈ V we have:

nodestar(i) = {j : {i, j} ∈ E}

di = card(nodestar(i))

d0 = |E| = number of edges

The usual formulation in mathematical programming of
the maximal independent set associates a binary variable
xi to every vertex i ∈ V , where xi = 1 if and only if the
vertex i is chosen like an element of the independent set.
Therefore the problem can be expressed as the following
integer programming problem:

(IP )

max x0 =
∑

(xi : i ∈ V )
xi + xj ≤ 1, {i, j} ∈ E
xi binary, i ∈ V

To produce a quicker approached solution for (IP), we
use the surrogate constraint heuristic, given by replacing
the set of all constraints by only one constraint linear com-
bination of the originals. For the problem (IP), we make a
simple sum of all constraints like follows:∑

(dixi : i ∈ V ) ≤ d0

The surrogate problem associated to (IP) is:

(SC)

max x0 =
∑

(xi : i ∈ V )∑
(dixi : i ∈ V ) ≤ d0

xi binary, i ∈ V

3.3. DBG Algorithm

Let G = (V,E) an undirected graph and w = (w1, ...., wm)t

a surrogate constraint multiplier, where m denotes the num-
ber of edges. Let (SC) the surrogate relaxation of the (IP)
problem, we choose a variable xr = 1. If there exists
j ∈ nodestar(r) and 1 ≤ k ≤ m, so that ak,j = 1 then
wk = 0, for all 1 ≤ j ≤ n and all 1 ≤ k ≤ m, [12].

Algorithm 1: DBG
1. Let w = (1, ...., 1)t and V ′ = ∅.
2. Calculate the surrogate constraint wA =

∑
wk ̸=0(ak,.).

3. Give i = index(min(wA)i : (wA)i ̸= 0), let xi = 1
and V ′ = V ′ ∪ {i}.

4. For all j ∈ nodestar(i) if ak,j = 1, then wk = 0, if∑m
k=1 wk = 0 stop.

Otherwise return to step 2.
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3.4. Solving GCP

The decomposition of the graph G as independent sub-
sets X1, X2, ..., Xk gives a valid k-coloring by assigning
to each subset Xi color i, 1 ≤ i ≤ k. We propose a k-
coloring to GCP problem using DBG heuristic to construct
k color classes of graph G, see Algorithm 2.

Algorithm 2: Graph coloring
1. While V ̸= ∅.
2. Apply (DBG), give an approximation of the maximal

independent set V ′.

a. Let w = (1, ...., 1)t and V ′ = ∅
b. Calculate the surrogate constraint

wA =
∑

wk ̸=0(ak,.)

c. Give i = index(min(wA)i : (wA)i ̸= 0), let xi = 1
and V ′ = V ′ ∪ {i}

d. For all j ∈ nodestar(i) if ak,j = 1, then wk = 0, if∑m
k=1 wk = 0 stop.

Otherwise return to step b

3. Make V = V \V ′.
4. If the vertices of V are disjoint stop, otherwise go to 2.
5. End while.

4. Our approach

To escape steganalysis methods force’s and prevent them
to detect, there has been use of steganography, we use an
approach which is to seek the suitable pixels in a given
image, in which we can hide a secret message of a rea-
sonable size, for this we must locate the positions of these
pixels and render the probability of steganalysis very low.
We consider matrix of pixels associated to an image, we
propose to hide our message across a line of this matrix
(pixel block). For this we use the graph coloring algorithm
described previously to determine the optimal positions of
pixels. Each row of associated matrix to the image corre-
sponds to an undirected graph G = (V,E) where V de-
notes the set of vertices and E denotes the set of edges
such that two vertices x and y are adjacent if the differ-
ence between two pixels pi and pj is less than a threshold
s where i ̸= j and i, j = 1, ..., card(V ).

|pi − pj | < s (1)

After giving a valid graph coloring, each color class C cor-
responds to an independent set, and elements of each in-
dependent set indicate the optimal positions in which we
can hide the message through LSB method by replacing
the last two bits of each pixel noted pC of a class C by
two other bits of message to hide. Our approach based on
graph coloring can process large size blocks. For examined

Algorithm 3: Proposed steganographic scheme us-
ing graph coloring problem

1. Needed: A graph coloring algorithm (DBG), LSB
substitution algorithm

2. Input: I Grayscale image, m a message to hide
3. Output: Stego-image I

′

4. Give A matrix of pixels (N1 ×N2) associated to the
image

5. Divide I in the form of N blocks Hl of same size
6. l = 1
7. While l ≤ N and m ̸= ∅.
8. Calculate sl = ⌈(

∑
|pli − pli+1|)/(card(Hl)− 1)⌉

9. Give the associated graph to each block Hl

10. Apply Algorithm 2 of coloring to Hl to give the color
classes CHl

11. Hide the message m on color classes by LSB
substitution p

′
CHl

= pCHl
+ 2LSB(m)

12. Adjusting block Hl:
13. For i = 1 to card(CHl ) do
14. add = p

′
i − pi

15. pnodestar(i) ←− pnodestar(i) + add
16. End For
17. m←− m−2bit-LSB
18. l← l + 1
19. End While
20. Return I

′

images in this paper we have used 512 pixels on each line
which makes the task of steganalysis very difficult.
The choice of threshold value s is related to pixels values
in each block of the associated matrix of image, and its de-
termination is defined by the following rule.
For each block Hl we have:

sl = ⌈(
∑

|pli − pli+1|)/(card(V )− 1)⌉ (2)

4.1. Adjusting

After hiding the message, we carry an adjustment to pix-
els of block Hl in order to keep the same graph as before
hiding. For this we seek the vertices related to each vertex
x of a color class noted nodestar(x). Afterwards we add
the same value to their pixels as that added to associated
pixel to vertex x before hiding message. In this way we
guarantee that the recipient will have the same graph as
that before incorporation of message for each block Hl.

4.2. Extracting algorithm

In the extraction process, we can quickly extract secret
data without the original image. Partition the stego-image
into N blocks Hl, which is identical with the embedding
algorithm. For each block Hl, the following steps are ex-
ecuted to extract the secret data. The Extracting algorithm
is explain in Algorithm 4.
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Algorithm 4: Extracting algorithm
1. Needed: a graph coloring algorithm
2. Input: I ′ stego-image Gray-scale
3. Output: m a secret message
4. Divide I ′ in the form of N blocks Hl of same size
5. m =’ ’
6. l = 1
7. While l ≤ N
8. Calculate sl = ⌈(

∑
|pli − pli+1|)/(card(Hl)− 1)⌉

9. Give the associated graph to each block Hl

10. Apply Algorithm 2 to Hl to give the color classes CHl

11. Extract 2bit-LSB secret data from each pixels in CHl

12. m← m+2bit-LSB
13. l← l + 1
14. End While
15. Return m

4.3. Example

We consider block of pixels below. We apply the Algo-
rithm 3 to hide a message m = (1 0 0 1) in optimal posi-
tions. The threshold corresponding to this block s = 2, and
therefore the graph G = (V,E) associated to this block
contains six vertices, such that (i, j) ∈ E if |pi − pj | < 2,
see Figure 2. Algorithm 3 provides two optimal positions
for the first color class such as C = (1, 4). After hiding the
message m by LSB method on those pixels and adjust the
other values of pixels to maintain the same original graph,
we obtain a new block of pixels as:
The associated pixels to class (1, 4): 103 and 105 after

Figure 2 Associated graph to block A.

hiding becoming 101 and 106.
The adjusting of the block is done by changing the pixel
values associated to the vertices connected to the class
(1, 4):
The pixel value associated to vertex 1 has been decremented
by 2 then the associated pixel values to nodestar(1) =
(3, 6) are also decremented by 2.
The associated pixel value to vertex 4 was incremented
by 1, so the associated pixel values to nodestar(4) =
(2, 3, 5, 6) are also incremented by 1.
The recipient receives block A

′
. Then he computes the

threshold with s = 4, he constructs the associated graph to

A
′

that will be identical to block A (Figure 2). Through,
the adjusting done after incorporation of message, he ap-
plies the coloring algorithm and then obtain the same class
(1, 4) associated to pixels 101 and 106. The recipient has
only taking the last two bits of each pixel to construct the
message m.

5. Experimental results

Several experiments were carried out to evaluate our pro-
posed method. Thirty gray-scale images with size equal to
128 × 128, 256 × 256 and 512 × 512 are used as cover
images, and four of them are presented in Figures 3, 4, 5,
6. A series of pseudo-random number as secrets bit stream
are embedded in the cover images.
The peak signal to noise ratio (PSNR) is used to evaluate
the quality of the stego-image, it’s expressed in decibels
(db). The human visual system is unable to distinguish
gray-scale images with a value of PSNR over 36 dB [13].
For an M×N gray-scale image, the PSNR value is defined
as follows:

PSNR = 10× log10
255× 255×M ×N∑M
i=1

∑N
j=1(Pij −Qij)2

(dB)

where Pij and Qij denote the pixel values in row i and
column j of the cover image and the stego-image, respec-
tively, M and N are the image sizes.
We computed the PSNR for evaluating image quality, ob-
tained after that the steganography hides a secret message
in the cover image.
The proposed steganography algorithm is applied to gray-
scale cover images ”Lena”, ”Baboon”, ”Lake” and ”Cou-
ple” with a size 512 × 512 to 8-bit, all experiments were
executed on a PC Windows 7, AMD Athlon (tm) X2 dual-
core QL-65 (2cpus) 2.1GHz with 4 GB of RAM. The mes-
sages are randomly generated.
For Lena image we hid a message m of size 355648 bits,
randomly generated on blocks, which each contain 512
pixels, see Figure 3. Similarly we hid a message of size
564544 bits on Baboon image, message of size 676832
bits on Lake image, and another message of size 689120
bits on Couple image, see figures 4, 5 and 6. The provided
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Table 1 Comparison of PSNR for different size images.

Cover image Capacity(bit) PSNR(db)

Baboon 512x512 564544 44.39
Baboon 256x256 233472 38.86
Baboon 128x128 155648 35.52
Lake 512x512 676832 38.11
Lake 256x256 311296 37.95
Lake 128x128 233472 35.27
Couple 512x512 689120 42.76
Couple 256x256 307200 40.09
Couple 128x128 182624 37.54

Image de couverture Lena.jpeg 512x512 Image−stego Lena.jpeg 512x512

(a) (b)

Figure 3 Hiding a message on Lena image. (a) cover images
with size 512× 512, (b) is stego-image.

Image de couverture Baboon.jpeg 512x512 Image−stego Baboon.jpeg 512x512

(c) (d)

Figure 4 Hiding a message on Baboon image. (c) cover images
with size 512× 512, (d) is stego-image.

results in these figures show that there is no difference be-
tween the original image and the stego-image for human
visual.

6. Conclusion

In this paper, we have introduced a new steganographic
method to hide information in a gray-scale image. Our ap-
proach is based on graph coloring problem in order to lo-
cate the optimal positions to hide our message, and be able
to increase capacity and imperceptibility of the image af-
ter embedding, the use of an appropriate adjusting facili-
tates the extraction of the hidden message by recipient and

Image de couverture Lake.jpg 512x512 Image−stego Lake.jpg 512x512

(e) (f)

Figure 5 Hiding a message on Lake image. (e) cover images
with size 512× 512, (f) is stego-image.

Image de couverture couple.jpeg 512x512 Image−stego couple.jpeg 512x512

(g) (h)

Figure 6 Hiding a message on Couple image. (g) cover images
with size 512× 512, (h) is stego-image.

complicates at the same time the task of steganalysis meth-
ods since we change during the adjustment the pixels that
we have not incorporated the message. The experimental
results has found, and showed that the proposed method
gave good values for the parameter PSNR for different im-
age sizes. Which means that there is no difference between
the original image and the stego-image, and permet to hide
a large capacity of the message.
In future work, we plan to do the following modofications
of our given method:

–Investigating the proposed method on color image
–Modifying the proposed approach to embed image in-
side another image

–Test other optimization algorithm in steganography
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