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Abstract: E-commerce systems have usually been processed by credit cards and public certificate via web sites where the client passes
through web proxy server or the route of proxy server. In these systems, private information such as credit card numbers and passwords
need to be protected by SSL (Secure Sockets Layer) or TLS (Transport Layer Security) encryption. But private information is still
vulnerable to sniffing attacks through changing certificates of proxy servers, which is called the attacking of SSL-in-the-middle proxy.
This paper analyzes credit card security systems which are defenseless against the hacking of false proxy server. It also proposes an
effective method for protecting against the attacks of authentication proxy server Man-In-The Middle.
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1 Introduction

The current advances in information and communication
technologies have been a driving force leading to
comprehensive social change; in particular, tasks that are
performed in the office can be completed anywhere and
quickly via the Internet. However, despite its
convenience, the Internet has detrimental effects.;
Internet-based damages attacks such as cyber terror,
worms and viruses , DDos (Distributed Denial Of service)
attacks, and cracking occur continuously, and personal
private information leaks by crackers hackers (e.g., the
Auction incident in which the personal information of the
website?s users was hacked) have emerged as socially
serious issues.

Recently, in most electronic commerce websites, data
are transmitted by encrypting shared channels between
servers and clients through SSL (Secure Sockets Layer)
and TLS (Transport Layer Security) [1][2][3][4]
protocols, but this system cannot provide a perfect
security solution. On the other hand, a proxy server that
efficiently distributes loads through caching is widely
used; however, it can be misused as MITM
(Man-in-the-Middle) [5][6][7] tools by malicious
programs or scripts. MITM attacks, which are

programmed to sniff between a client and its server, can
be variously applied in different ways, including by
sniffing through falsified certificates, where encrypted
confidential information is sniffed while being
transmitted to the server.

In this paper, we analyze the risks that can occur when
confidential information, which is transmitted to the web
using a web browser, passes through a web proxy.
Furthermore, we propose a new defense method against
such risks.

The structure of this paper is as follows: Chapter 2
discusses the principle of a proxy server and the functions
of proxy caching; Chapter 3 identifies the risks when a
malicious program or cracker changes the proxy settings;
Chapter 4 describes the proposed defense method against
these risks; and Chapter 5 provides our conclusion.

2 Related studies

2.1 Web Proxy Server

A proxy server is used to provide functions to reduce
network and web server loads and to increase service
speeds for users [8][9][10] by temporarily storing the
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access information of users in a proxy cache and allowing
multiple users to exchange such information. In addition,
the proxy server also functions as an authentication server
in sections with limited bandwidth [11]. A proxy server is
used mainly for web caching, a function that transmits the
data stored in the web cache to the user without accessing
the corresponding server when a web object, including
HTML pages, is stored temporarily. This function can
reduce bandwidth consumption, server load, and lag;
however, it can also be abused for HTTP-cache-poisoning
attacks [12]. In terms of service delivery to clients
through a proxy server, the network environment in a
client-proxy, server-web server communication form has
greater LAN (Local Area Network) bandwidth than the
WAN (Wide Area Network) bandwidth, and is widely
used in schools and businesses, as shown in Fig.1. In
such an environment, the proxy server also functions as a
firewall [13].

Fig. 1: Proxy Server

Web caching for HTTP-cache-poisoning can be
classified into three cases, as follows: First, caching can
be executed in a client application. For example, a virtual
cache in the web browser improves the speed of web
browsing, but it is inefficient because it is intended for a
single client.

Second, as shown in Fig.1, a proxy server is placed
between the client and the server. Most proxy caches can
be set up similarly to help increase the speed of web
browsing by providing service to multiple clients. When a
web document is requested from the proxy cache, such
request is fulfilled without accessing the server if the
document that is stored in the memory, disc, or other
storage device can be sent directly to the client. If the
response cannot be performed from the cache, the proxy
server has direct access to the web server, obtains the
requested web document, and stores it in the cache. If the
proxy server does not have sufficient space to store the
requested document, it must retrieve the document from
the cache. Generally, in a cache replacement policy, an
algorithm, which maximizes the rate of the documents
that are successfully provided as part of services by the
cache among the entire requested documents, is used.

Because of their effectiveness, businesses rely on proxy
servers; however, if the server is misused by crackers with
malicious intentions, serious security problems can occur.

2.2 Web Proxy Server

SSL (Security Sockets Layer) was introduced in 1994 for
safe communication on the Netscape web browser, and in
1996, the IETF (Internet Engineering Task Force)
proposed SSL v3.0. Since then, SSL has been
complemented and revised because of its security
vulnerability, and in 1999, SSL was renamed TLS
(Transport Layer Security), which was later standardized
to RFC 2240 (TLS v1.0).

Located between application layers as shown in
Fig. 2, SSL/TLS is easily encrypted with a variety of
applications.; SSL consists of the Record Layer,
Handshake Protocol, Change Cipher Spec Protocol, and
Alert Protocol.

Fig. 2: Architecture of SSL/TLS

2.2.1 SSL/TLS Handshake Protocol

In the Record Layer, the client requests the server for a
security parameter using the handshake protocol.
Subsequently, the server establishes a parameter in
response to the client’s request. The parameters
established by handshaking are activated to be used as the
change cipher spec protocol, and data is protected and
transmitted by SSL/TLS through the application data
protocol. Any errors that occur in the communication
process are managed by the alert protocol. In the process
of performing the handshake protocol, the client and the
server are mutually authenticated and the elements,
including the encryption algorithm, encryption key, and
MAC algorithm, which can maintain session conditions,
are established. The handshake protocol is divided mainly
into the Full Handshake protocol and the Abbreviated
Handshake protocol; The operating processes of the
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former, which are shown in Fig.3 and, can be
summarized as follows:

Step 1. The client sends a ”ClientHello” message to the
server and waits for the server’s reply. If the server fails
to send the ”ServerHello” message immediately, an error
occurs and the connection fails.

Step 2. The client and the server present the protocol
version, session ID, cipher suite, and compression method
for Hello; each generates a random number and then
exchanges the number with one another. In addition, the
client and server share a pre-master secret and master
secret that are required to generate a key through the
server’s Certificate andSecureKeyExchange, and the
client’s Certificate andClientKeyExchange. The server
can request a certificate from the client; in this case, the
server waits for the client’s request after sending
ServerHelloDone.

Step 3. If the server requests a certificate from the client
for a certificate, the client must send it to the server.
Information on the pre-master secret of the key exchange
algorithm, which is selected in the Hello of the
ClientKeyExchangemessage, should also be sent to the
server. Moreover, the client runs the determined
parameters through the change cipher spec protocol, and
then sends the ”Finished” message to the server to
complete the protocol.

Step 4. When the server receives all responses from the
client, the server executes the change cipher spec protocol
similar to the client, sends a ”Finished” message to the
client, and completes the handshaking process.

Fig. 3: Full Handshake Operating Procedures

When the client requires a new session, an empty
session ID is sent. In the case of creating a new
connection using the previously generated session, the
client needs to send the ClientHello message to the server,
including the session ID that it wants to reuse. However,
if the server fails to find the session ID sent by the client,

it sends the client an empty session ID with an error
message. If there is a corresponding session ID, the client
and the server exchange the change cipher spec using the
Abbreviated Handshake protocol. Fig.4 shows the
operation procedures of an Abbreviated Handshake. If an
existing session is reused through the Abbreviated
Handshake protocol, the status of the existing session
remains the same, and the change cipher spec exchanged
between the server and the client is used in order to
remain steady.

Fig. 4: Abbreviated Handshake Operating Procedures

3 Weaknesses of HTTP-Cache-Poisoning

In general, the client receives direct services through the
web server if a temporary proxy has not been assigned by
the administrator. However, if a malicious script or
cracker modifies the settings, the proxy server can be
abused and falsified for HTTP request sniffing; even an
SSL-based security system is not free from confidential
information sniffing with a falsified certificate [14][15].

3.1 Proxy Setting Changes Caused by Registry
Falsification

Fig. 5 shows the basic process of our experiment. If a
cracker modifies the registry value of a given client such
that a proxy server is used, the client would then use the
Internet through said proxy server and store the data
transmitted through the web browser without noticing that
its Internet use involves the proxy server. The cracker
stores the transmitted data and retransmits it to falsify
certificates or parameters [6]. The cracker can then log
into the client’s account using the sniffed information.
The parameters are variables that are sent in addition to
data through the web browser. There are three types of
proxy server cracking and changing settings.

3.1.1 Proxy Server Setting Adjustment by a Script

This section explains how a script adjusts the registry
value. A cracker can change the victim’s registry value by
leaving a message on a bulletin board or by sending an
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Fig. 5: Basic process of proxy cracking

email, both of which contain an HTML code (e.g.,
<embed src=”http://the cracker’s IP address/name of the
script execution file”>) that executes the script execution
file on the cracker’s computer. If the bulletin board or
email service bans writing a script for security purposes,
an HTML code can allow the cracker to execute the script
execution file on the cracker’s computer. A script
execution file is a file that forces execution of a script on a
client’s computer. (Examples are Flash files, VBScript,
Javascript, etc.) The cracker uploads an HTML code on
the bulletin board or sends the victim an email that
contains an HTML code. The client opens the cracker’s
message on the bulletin board or email. Then, the HTML
code is executed and the Flash file on the cracker’s
computer is loaded onto the victim’s computer. The script
execution file from the cracker’s computer changes the
client’s registry value. The client receives services on the
web through the proxy server that the cracker assigned.

3.1.2 Proxy Server Change by ARP Spoofing

This cracking method can be used only when the cracker
and the victim are in the same network, i.e., the same
switch. As shown in Fig.6, a switch seeks the table that
can store the MAC (Media Access Control) addresses of
each port and create a broadcast segment by port. A MAC
address is the physical address of a LAN card, and
”broadcast” refers to the signal transmission to the entire
network. The cracker creates a website in which a script
is executed, and executes IP forwarding in order to relay
the packet during ARP (Address Resolution Protocol)

Fig. 6: Falsification of the proxy by ARP Spoofing

Spoofing. Then, the cracker performs ARP Spoofing to
the client. ARP Spoofing notifies the client that the MAC
address of the gateway is transformed into that of the
cracker, such that the client falsely sends the packet to the
cracker’s MAC address. A gateway is a system that
connects two different communication networks with two
different structures. As shown in Fig.7, once the client’s
computer is cracked through ARP Spoofing, the client’s
packet is sent to the cracker’s computer, whereas the
malicious forwarding remains unnoticed because IP
forwarding was performed in the cracker’s computer. The
cracker’s computer performs DNS Spoofing to the client.
While being DNS Spoofed, the client’s computer
recognizes a DNS request when it sends the packet to Port
53, and sends a web request to the website on which the
cracker’s script is executed. Although the client attempts
to access the desired web server, it unwittingly accesses
the cracker’s designated web server, and the HTML code
that the cracker wrote calls the script execution file. The
script execution file is executed in the cracker’s computer,
and the client’s registry value is changed. Thereafter, the
client receives all the requested information on the web
through the cracker’s proxy server.

3.1.3 Proxy Setting Change by Malicious Program

This section explains how a malicious program changes a
given client’s registry value. Fig.8 shows the process of
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Fig. 7: ARPSpoofing ARP Reply

installing a malicious program on a given client using
ARP Spoofing. Although the client requests the web
server for clean web pages, the web server, infected by
ARP Spoofing, sends the client falsified web pages. Then,
by executing falsified codes such as<iframe>, the client
accesses the server that spreads malicious programs, and
unwittingly downloads and installs malicious programs.

Fig. 8: Infection of a malicious program using ARP Spoofing

Fig. 9 explains how a malicious program infects the
client’s control part. For Windows operating systems, the
registry value is adjusted to change the proxy setting to be
in the ”Enable” condition. The proxy server’s IP address
for the registry value is changed to the proxy server’s
address and port number of the cracker. There are two
cases of registry changes in the example shown in Fig.10.
First, a binary file is a numeral system file that uses binary
numbers represented uniquely by zeroes and ones in order
to express data in the computer. Second, the ASCII
(American Standard Code for Information Interchange) is
the most common scheme for text files in the computer or
the Internet. An ASCII file is defined with the English

alphabet, numbers, and 7-bit binary integers (seven
strings comprised of a combination of zeroes and ones)
for special characters; a total of 128 characters are
defined. For example, 0x00000001, the value of
ProxyEnable, executes the proxy server, whereas
0x00000000 indicates ”no execution.”

Fig. 9: Process of malicious falsification of proxy

Fig. 10: Registry falsification code

The client, infected with a proxy falsification code,
goes through the following process. When the client’s
registry value is changed by a malicious code or script,
the communication is performed through the false proxy
server. Because Windows basically allows a change of
proxy settings, security solutions or virus detectors are
unable to verify whether a change is a malicious attempt
or the user’s intention.

Once the client establishes a proxy, the client’s web
browser opens a given port, and the client receives
services from the web server through the proxy server. At
this time, the proxy server established by the cracker with
the malicious intention receives and stores the values
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requested by the client in the cache and relays them to the
web server, instead of functioning as a generally used
proxy server. Once the client stores the transmitted values
in the false proxy server, cracking is facilitated.
Furthermore, the cracker can falsify and send the client’s
requested data in the proxy server, such that redirection
can be performed if requested by the website. For
example, redirection occurs when the client requests to
connect to ”bank.com;” however, the proxy server does
not direct the client to its desired website, but to
”www.hacker.com,” the cracker’s desired website in
which the end user ??the victim - can mistakenly leave
personal information. The client is unable to notice the
cracking because it is not aware of the existence of the
proxy server. The malicious proxy server can sniff
personal information by falsifying parameters, cookies,
and certificates and by storing the client’s footprint in the
websites in the cache.

3.2 SSL Communication-based Credit Card
Information Sniffing

The client whose registry values set up for a proxy server
has been infected by a malicious code unavoidably sends
personal information, including credit card information,
CVC, and Verified by Visa password, to the cracker’s
proxy server when the client makes online purchases
because such purchases are completed through the proxy
server. The cracker’s proxy server stores the information
in the cache, as shown in Fig.11 and Fig.12, and then
sends the client’s personal information to the credit card
company.

Although commercial security solutions run when
users employs their credit card for purchases, this
cracking attack manipulates the proxy server settings,
which the commercial security solutions recognize as a
basic Windows function instead of a cracking attempt;
therefore; such an attack is unnoticed.

Fig. 11: Credit card number sniffing

Fig. 12: Credit card information (CVC and PASSWORD)
sniffing

3.3 Falsification of SSL-based Certificate using
the Proxy Server

When the client that is infected by a cracking program,
i.e., by receiving proxy services, makes a request to the
web server based on SSL communication, the web server
sends its public key to the cracker’s proxy server, and in
turn, the cracker’s proxy server sends the client a falsified
public key. Although the end user that received the
falsified public key is warned that the public key has not
been authenticated by a trusted party, because generally
users are unaware of public keys, the user would press the
confirmation button, encrypt values such as the ID and
password using the falsified public key, and send such
values to the web server. Because the values are
encrypted with the cracker’s falsified public key, the
cracker’s proxy server can decode the values. Prior to
sending the values to the web server, the cracker’s proxy
server is able to encrypt these values with the web
server’s public key. Then, the end user logs in to the web
server and performs the required actions, e.g., check
emails, prior to logging out. Fig.15 shows the process of
falsifying the certificate in the proxy server.

Credit card information or passwords are encrypted
using SSL prior to being transmitted. In other words, the
information that a cracker attempts to crack is, generally,
encrypted by SSL, such that the cracker can reduce
overloading the proxy server if it sniffs the information
using SSL in the proxy server, for which a malicious
proxy falsification program executes the code as shown in
Fig. 14; therefore, the cracker sniffs only the HTTPS
information transmitted by the client.

Fig. 15 shows the Proxy Architecture that sniffs only
the SSL information.

4 Prevention of HTTP-Cache-Poisoning
Crackings

Methods to prevent HTTP-cache-poisoning cracking can
determine whether the proxy server established by the
user or the network administrator has been adjusted, and
if so, such methods can terminate the session when the
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Fig. 13: Process of certificate falsification

Fig. 14: Registry falsification code

Fig. 15: Process of certificate falsification

data are transmitted to the proxy server that has been
modified against the user’s intention.

In order to verify proxy setting changes, a packet
pattern analysis can help verify whether the data were
transmitted to a proxy. Fig.16 shows an analysis of the

packet transmitted to the client. Unlike Fig.17, this
analysis confirms that data were transmitted to the
Proxy-Connection server. If the user or administrator did
not make such proxy settings, the session should be
blocked to prevent confidential information from being
transmitted to the server, along with a warning. If the
proxy server settings made by the user or network
administrator are in use, a digital signature using the RSA
algorithm can be used to authenticate the proxy server
prior to transmitting confidential information, preventing
MITM attacks using the proxy server.

Fig. 16: Proxy-Connection

Fig. 17: Connection

4.1 Prevention of Unapproved Proxy Settings

In terms of the method to prevent cracking through proxy
falsification, the integrity verification function that uses
the hash function is required to confirm whether the
client’s registry proxy settings have been falsified by a
malicious program. Moreover, a security solution should
display a warning message prior to the transmission of
crucial information via the Internet by determining
whether the client’s proxy server has been adjusted by a
malicious program or script against the user’s intention.
The processes proposed in this paper are described in
Fig. 18. When the client requests the server for a service,
the server provides the client with the requested service,
and if the proxy settings are in use, a warning is given to
the client that the proxy settings are in use; moreover, the
end user is notified about cracking risks prior to allowing
the user to employ the random proxy server. However,
many of the current security systems ignore the risks
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associated with data transmission through proxy servers,
as indicated in the example shown in Chapter 3. By
verifying the integrity of proxy settings, displaying a
warning message on proxy use before transmitting crucial
information as suggested in this paper, and generally
avoiding passing through a proxy server unless the proxy
setting is allowed according to the user’s intention,
damages by MITM attacks can be prevented.

Fig. 18: Process of detecting unauthenticated proxy

4.2 Proxy Server Authentication

RSA (Ron Rivest-Adi Shamir-Leonard Adleman) is a
cryptosystem that authenticates the proxy server using a
public key algorithm. In the event that an attacker changes
the client’s proxy server settings, this verification
algorithm confirms whether the changed proxy is
approved by the administrator; if it is not, the session is
blocked. In the network environment in which the
administrator uses a proxy, as shown in Fig.19, the proxy
digests data using a hash function and then encrypts the
value with a private key. The value that was encrypted
with the private key is sent to the client in addition to the
certificate; the client then extracts the public key from the
certificate in the proxy and verifies the transmitted data
against the certificate to confirm that the signature is
valid. If the proxy is valid, the client sends its important
data to the proxy.

The symbols in the protocol that our paper suggests are
listed in table 1.

Fig. 20shows the proxy authentication protocol.

Step 1. Proxy serverS generatesPDH = (G, p,g), a
Diffie-Hellman [16] parameter.G is a cyclic group that

Fig. 19: Digital signature and verification

Table 1: Symbols in the protocol
Symbol Description

Θ Security parameter.
PKE =
(PK,PE,PD)

Public key encryption algorithm.PK,
a key generation function, generates a
pair composed of a private key and a
public key(e,d) by addingΘ . PEe(m),
an encryption algorithm, usese to
output an encrypted statementc for a
non-encrypted statementm. PDd(c), a
decryption algorithm, usesd to output
a non-encrypted statementm for a
encrypted statementc.

Σ =
(Gen,Sign,Veri f y)

Signature algorithm. Gen, a key
generation function, inputsΘ to
generate a pair composed of a signature
key and a verification key(d,e).
Signd(m), a signature generation
algorithm, uses d to generate a
signature σ for a non-encrypted
statementm. Veri f ye(m,σ), a signature
verification algorithm, usese to output
1 if the signature σ for the non-
encrypted statementm is correct, and if
not, to output 0.

c,s IDs of ClientC and ProxyP.

b
R
←− [1, p] b that is randomly selected among

numbers ranging from 1 top.
Certs Public key certificate ofS.
H Hash function.

possesses prime numberp as a digit, andϑ is the
constructor ofG. Proxy serverS randomly selectsb in
[1, p]; therefore, Proxy serverS calculatesYb = gbmodP.
Using the private key of RSAds, Proxy server S
calculates a signature valueσs = Signds(PDH,Yb) and
then transmits(Certs,(PDH,Yb),σs) to ClientC.
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Fig. 20: Proxy authentication protocol

Step 2. Client C verifiesCerts. If it is verified, ClientC
extracts a public key fromCerts and verifies Signatureθs.
If Veri f y(PDH,θs) = 1 is output, ClientC confirms Proxy
serverS has not been falsified, and if the signature is
invalid, the session is terminated.
Step 3. Client C selects a random numbera in [1, p] and
calculatesYa = gamodp, which is sent to Proxy serverS.
Step 4. ClientC and Proxy serverScalculate a session key
SK= H(C,P,Ya,Yb,k) that can be used in a symmetric key
encryption system.
Step 5. The values that are transmitted from ClientC to
Proxy serverSare encrypted with Session keySK, prior to
the transmission.

k= Abmodp= (gamodp)bmodp= gabmodp=
(gbmodp)amodp= Bamodp

Fig. 21: Diffie-Hellman key exchange

Completeness. If all the protocols are executed
without an error, Client C and the unfalsified Proxy server
S generate the same key , as shown in Fig.21, and
exchange the same session key SK= . The client and the
proxy transmit an encrypted packet to one another with

the shared session key, which prevents MITM attacks
between the client and the server.

5 Conclusion

If the client’s network settings are modified by a
malicious program or script, the client can be exposed to
MITM attacks as the data is transmitted to an
unintentional proxy server. In this regard, the connection
between the client and the proxy server is likely
established after ensuring a high level of security.
However, as data are transmitted to the proxy server
without an authentication process, end users that employ
an Internet banking system cannot determine whether
their confidential information is transmitted to a
previously established proxy server.

In this paper, we analyzed the weaknesses of this
proxy setting method and suggested a security function
associated with client proxy settings, which are required
as commercial banking security solutions to prevent
proxy falsified cracking, as well as a proxy authentication
protocol using a public key algorithm in order to
fundamentally block proxy cracking.

Furthermore, future studies should be conducted on the
authentication process of the web proxy server proposed in
this study and authenticated proxies that can be applied to
proxies in various fields should be conducted.
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