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Abstract: Risk assessment is a vital part of classification protection system f@pwaiation industry system information security. In
this paper, an information security risk assessment model basedkanaigx was put forward for heterogeneous-based transportation
industry system. The risk matrix method was brought into assessigtenhsyThen an accurate risk assessment model was constructed.
In this model, there were three critical modules, such as expert 2-diorfematrix, Borda sequence and gray analytical hierarchy
process. In this assessment system, qualitative analysis was firstlyspeal. Those three modules have quantitative feature, so the
assessment results described by words before can be denotednbgmsu The final quantitative results were obtained by related
equations. This model was put into practical application of transportagicurisy decision support system for emergency response, and
the application results indicate that this model can increase the objectivitg atessment.

Keywords. heterogeneous-based system, transportation industry, risk assgsssk matrix.

1 Introduction communicaton and internet technologies, information
systems are widely used in all industries. Many industries
Transportation industry system is a large-scale complexhave designed information security assessment systems
system with many sub-systems, such as marine traffi@ccording to their own characteristics. But information
system, land traffic system, air traffic system and so onsecurity classification protection system for transpatat
Each sub-system , related with factors like personsindustry is still in the stage of exploration at present.
vehicles, enviroment and so on, includes large amount offhere are many methods about the information security
data and should be estimated qualitatively for safély [ risk assessment nowadays. In general, it can be divided
With the development of network informationization, into qualitative analysisZ] and quantitative analysis3[
there is an urgent need for transportation systen?]. Qualitative analysis is the groundwork of assessment
information mangement risk assessment and classifiewhile it may influence the objectivity of the assessment.
protection. However, the transportation industry haslIn order to increase objectivity of assessment, reasonable
suffered since its inception from a lack of accurate quantitative analysis methods based on qualitative
information safety management for its own diversification analysis must be introduced. Working out a assessment
and heterogeneous structure. Recently years, there afgodel can play a key role in selecting a reasonable
many researchers having studied about securityguantitative analysis. According to the reference retiev
assessment for information and data management ofere are several assessment models, for instance, fuzzy
transportation industry system or its sub-systems, buteasoning, artificial neural network, Bayesian Network,
hardly anyone propose a classifiction assessment andnd so on, but these methods emphasize qualitative
protection model. Classification protection system forassessment. In view of the shortages of transportation
information security is an important aspect of nationalindustry such as, heterogeneous, massive data and
information security, and is also a political task for multistage interaction, an integrated information seguri
national security and social stability.With the rapid risk assessment model was put forward based on risk
development  of personal computer, mobile matrix [5], Borda sequence6] and gray analytical
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hierarchy process 7[. In this model, experts Table 2: Description of risk impact

two-dimensional matrix method was used to deal with Riskimpactievel Definition or description
. . . Critical (5) failure of the whole project
massive expert data. The risk elements of evaluated object  q.ious 1)  the serious decline of index

was calculated quantitatively, and the Borda method and Ordinary (3) the medium affect and part of the goal can be achieved
Ana|ytica| Hierarchy Process (AHPB][ were used to Tiny (2) the low-grade affect and the objectives can be achieved
work out the weight of each risk element. At last, the risk ~—cgligible (1) nearly cannot affect the project

matrix was introduced to figure the risk level value of the

evaluated object. Model proposed in this paper quatilizes

the expert qualitative process, so the objectivity of Table 3: 7 risk elements and specific properties

assessment process can be improved, and the assessmen Rk cement Propertics

results will be clear intuitive.

network equipment, structure, service, operating
and database system
resource, security awareness, training, information

Network application

Personnel .
access control and maintenance
2 R| g( amnent mOdeI Of | nfor mat | on Physical security environment, equipment, electric cable, media
. . . internal asset management framework, rights and
secur |ty r |§( matr IX Asset liabilities of assets responsible persons

Strategy risk control system standard, the third-level blanket document

Before the assessment of transportation system :g:rﬁfff:“ngge‘“Zi;‘i;ﬁ“dli‘;‘;‘gx"’ks .
information management by risk matrix, the technology = Management technology, public administration, laws g

roadmap was prOposed as shown in Figure 1 based on Organizational system decision, management, executing
gualitative analysis. During this process, the safetyofiact

were summarized and the safety current situation and

development trend was obtained.

Referring to the assessment criteria of information . ) , L
security in China, the foundation elements of information divided into 5 levels respectively. And the description of
security risk assessment include threats, vulnerabitity a "SK impact levels is shown in Table 2.
assets identification. On the base of international Step2: Determine risk elements. On the base of
information security management practice standards GBnternational information security management practice
17859: 1999 9], advantages of the characteristics of the standard ISO/IEC 17799 and assessment criteria of
risk matrix method were taken to put forward the risk information security in China, these 7 risk elements of
assessment model of information security risk matrix, agnformation security were summed up; the specific
shown in Figure 2. content of each element is shown in Table 3.

In the assessment model mentioned above, Step3: Introduce details of risk column and impact
construction of the risk matrix is the foundation work of column. To identify risk ranks, the risk occurrence rate
the model. And the construction steps are as follows: and the risk influence should be firstly determined.

Stepl: Make the list of the risk matrix column. According to the classification rules in GB/T 20984-2007
According to the risk assessment model in Figure 2, thg10], we respectfully grade the risk occurrence rate and
risk matrix for information security risk assessment wasthe risk influence into 5 levelsl[l]. Concerning levels of
figured out. The specific columns are shown in Table 1.risk occurrence rate, the probability increased from level
And according to the levels division rules of GB/T 1 to level 5. With regard to levels of risk impact, the
20984-2007, the risk probability and risk impact are influence degree increased from level 1 to level 5.
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Table 4: Mapping of risk levels to quantitative analysis. Because in the risk matrix there
RP RIl will be a risk tie (the risk elements which on the same risk
S T 5 level), we should firstly utilize Borda sequence method to
1 05 L 10 L- 15 L 25 M 30 M rank risks in order of importance to remove the risk tie.
2 10 L- 10 L 20 L 25 M 35 H Then we use Borda sequence value and AHP to work out
i ;Z ; ;(5) ]b[ ;g 11:"4 ;g "I;' ig }'I" the weight of each risk element.
s o M 35 H 40 H a0 He <o 1) The determination of Borda sequence value. Borda

sequence value will give quantitative order according to
the importance of evaluated elements. The specific
method is: set N symbolizes total number of risk

In order to determine the risk occurrence rate and thef!€ments; i represent a particular risk, and k as a criterion
risk influence, threaten, vulnerability and assets shoald b ! Tik Stands for the risk level of i under criterion k, then
respectfully identified. According to GB/T 20984-2007, thé Borda value of risk i could be expressed by Equation
threaten, vulnerability and assets were set into 5 levels)
and defines them as: 5-very high, 4-high, 3-medium, n
2-low, 1-very low. The risk occurrence rate P is b=y (N—ri) 3)

determined by the threaten frequency T and the = )
vulnerability severity V: 2) The determination of weight based on AHP. As a

relative value sequence, it is easy to establish an AHP
P=f(V,T) (1) estimation matrix using Borda sequence. And finally we
calculate the weight of each risk element expressed as
The risk influence value | is determined by the fragility R\, the specific calculation steps are shown in the

severity V and the asset value A: practical application below. So far, the construction of
risk matrix is finished.
| = fa(V,A) (2) Step6: The comprehensive evaluation of information

. ) . security. According to the final risk matrix, figure out the
In Equation (1), T = (t1,tz,....ti,...tm) is positive  comprehensive information security risk level of the

integer.V = (vi,Vz,..,Vj,..,Vn), 1< j <N, andvj is  eyaluated system by Equation (4), K is the number of
positive integer. In this papef; and f, symbolize expert  isks.

two-dimensional matrix, in which data in the row
represent vulnerability degree. i3, data in the column k
represents the occurrence frequency of threaten, while in RRT = izl RRi > RW (4)
f> means level of asset importance. Use these lines and B
rows to establish matrix, the values in the matrix are
respectfully risk occurrence rate P and risk impact value 1.3 Application of risk matrix in
Because of the randomness of risk rate or risk impact ansportation industry system
based on the combination of different vulnerability and
different threatens or asset value, the calculation of theAccording to the situation of the transportation industry
data in the matrix does not have to follow a uniform system, the overall structure of transportation indusatad
formula. The calculation method is decided by experts,and information management system can be constructed as
which is the first quantitative valuation link with Figure 3.
qualitative characteristics. According to the information security risk assessment
In order to put risk rate P and risk impact | into risk model based on risk matrix, we design a model for a
matrix effectively, we divide the risk occurrence rate and sub-system in transportation industry system. This
the impact value into different levels specially. This isth sub-system has undertaken mass data processing. The
second step in the assessment model and also the lastisiness of this sub-system relies heavily on the IT
quantitative valuation link with qualitative characteigs. technology and computer network, and it has plenty of
The specific operation processes can be referred to theonfidential data. The structure of the lab is shown in
example part below. Figure 2. There are 8 steps of risk classification for this
Step4: Determine the risk level. According to GB/T sub-system13]:
20984-2007, literaturelp] and the determination of the Stepl: Determine the risk matrix column (shown as
risk probability and risk impact level in step3, we make a Table 1) and risk elements (shown as Table 2).
mapping table showed as Table 3, in which the numbers Step2: According to the judgment of the specific
represent level quantification value, words mean levelbusiness in this sub-system, evaluate its risk probability
description. Put the risk probability and the risk impact and impact. We should construct of expert two-dimension

level into Table 4, the risk level can be determined. matrix f; and f, according to the rules as follows:
Step5: Determine the risk weight. The determination
of weight is a key step to transform qualitative analysis f1 =at+ v (5)
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& |
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Fig. 3: Structure chart of transportation industry data and Table 8: Classification of risk impact
information management system. Riskimpact/ _ 1-55 6-11 12155 16-225 23-275
Risk impact levels 1 2 3 4 5

Table 5: Risk probability calculation based on 2-dimensional
matrix

— Table 9: Information security risk matrix
Vulnerability identifier V

P=f(T.V)

I 2 3 4 5 Risks(R Risk probability(P)  Risk Risk ranks(RR) Risk
1 3 4 5 10 12 isks(®) quantization value level impact(/) quantization value level weight(RW)
2 5 6 7 12 14 network 56 3 4 3.0 M 0.3877
. . personnel 16 1 4 2.5 M 0.1543
Threaten identifier T 3 7 8 9 14 16 physica 30 4 2 3.0 M 0.0936
4 13 14 15 20 22 asset 4 1 3 15 L 00351
5 16 17 18 23 25 strategy control 20 1 4 2.5 M 0.2498
management 16 1 3 1.5 L 0.0568
organization 12 1 2 1.0 L- 0.0226
. 2, t<3
In E ion = ’ "
quatio (5), a {37 3-t<5" _ _
1 v<3 (the calculation should be followed Equation (7)). The
=45 - . risk im lon level 4.
B {2,3<v§5 S pact belongs to leve
— _RP _ 14 _ —_ ERO
fa = ga+ v (6) r=5%=21=056=56% @)
In Equati _ 1, a<2 Step4: According to the qualitative analysis and
quation ®), o = 25 2 , o . ; o
. <a<s guantitative calculation above, we get the risk probapilit
2, v<2 level and risk impact level of network application, check
¢= 3, 2<v<5" table 3, and get final risk level of network application is 3,

We express the risk matrik and f, as Table 4 and Pelongs to medium level.
Table 5. According to the judgment of the specific ~ For the same reason, the risk probability and impact
business in lab, experts make an assessment for thi€vel of other 6 risk elements in this sub-system can be
sub-system. Taking one of seven risk elements, forobtained, and finally determine final risk level of each
example network application, the assessment result arélement. As the final risk matrix, Table 9 shows the
vulnerability level is 2, threaten level is 4, asset related evaluation data.
identification level is 5. According to Table 5 and Table 6, Step5: According to the definition from Borda, there
we determine the risk occurrence rate of networkare 7 risk elements (N=7). Borda value of risk element i
application is 14; the value of risk impact is 16.5. (i=1,2,7) is represented ds. There only two criterions
Step3: According to the above assessment standard d¢flated to risk matrix of information security risk: k=1
expert two-dimension matrix, the expert term create astands for the risk impact criterion | and k=2 stands for
specifically for compare table for the value in matrix, as the risk probability criterion P.
shown in Table 7 and Table 8. The risk rate of network  Take network application for example, the risk impact
application belongs to level 3, the occurrence rate is 56%evel of network application is the highest, isg = 0, and
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